Security and Privacy

| RESEARCH ARTICLE

'-) Check for updates

WILEY

Exploring Novel Frontiers in Online Privacy Ethics

Doina Gavrilov

Faculty of Political Science, National School of Political and Administrative Studies, Bucharest, Romania

Correspondence: Doina Gavrilov (doina.gavrilov@yahoo.com)

Received: 10 May 2024 | Revised: 20 August 2024 | Accepted: 28 August 2024

Keywords: personal data | privacy | research ethics | social networks | socialization

ABSTRACT

Social networks have become a new environment in which a large part of our daily life has been transposed. It has become a new
research environment and tool for two reasons: It is easy and cheap to use and offers the chance to provide a large amount of
novelty. However, questions arise as people navigate privacy on social media differently than in real life, meaning, less intuitively

and over a longer time. With this in mind, this study examines how people perceive privacy on social networks and how collecting

data without consent violates users’ privacy rights, even when the information is public. For this, we focus on the Romanian case
study and explore new perspectives on online research to uphold human rights and maintain research objectivity. The results show
that managing privacy online is not intuitive, and it requires time for the users to understand how their data can be accessed and
used, and to learn the tools they can employ to limit other’s access to personal information. We also have found that the majority of
our study participants see social networks as a tool for socialization and the use of their information outside this purpose violates

their privacy rights. The paper proposes a set of principles and markers to help researchers differentiate between personal and

public information to comply with research ethics and not breach human rights.

1 | Introduction

In 2015, Hewson, Vogel, and Laurent [1] explored internet
research and emphasized the beneficial impact of internet tools
on research endeavors. The first to mention is the researchers’
enhanced access to social and minority groups, which were tradi-
tionally challenging to locate and engage by using conventional
data collection methods. Another positive aspect is the degree
of anonymity the internet tools allow users to employ in order
to protect their identity. Also, the third aspect is the capacity to
reduce people’s bias in these new research conditions.

These positive aspects can be guaranteed when the studies are
based on questionnaires or online interviews, which involve the
tacit information of the research subjects about the method and
purpose of data collection. However, what about data crowding,
which does not ask for users’ consent given that it does not gather
identifying information, but the one linked to life experiences,

visited destinations, followed groups, people’s preferences, etc.?
Or in a world where only a few adjust their privacy settings
[2], how much do the studies collecting data from the public
social networks’ profiles comply with the users’ data privacy and
human rights?

The insertion of social media in our lives has produced some
changes by replacing old habits and methods with new ones. We
adopted it in our lives so quickly, without considering its impact
on personal space, mental health, and human rights. Only by
looking at its benefits, we transform it into a tool for social-
ization, marketing, institutional transparency, and research.
Also, in some contexts, we also made it a mandatory tool for
learning [3].

In all this context we wonder if people’s perception of privacy in
social media has changed and if so, we intend to find out to what
extent we violate human rights by collecting information from
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social media profiles that are accessible and often perceived as
public.

1.1 | Study Questions

Trying to understand how privacy is perceived by online users
and how online research without user consent for data collection
can breach human rights, this study aims to address two key ques-
tions: (1) How do people understand online privacy? (2) To what
extent does the collection and use of information from social net-
works without users’ consent for purposes beyond socialization
violate human rights and research ethics?

1.2 | Research Objectives

To answer the study questions, this paper aims to identify gaps
in the current literature and address them by following these
objectives:

O1: highlighting the current definitions of privacy;
« 02:outlining some of the most well-known privacy theories;
+ 0O3: proposing a mixed approach to the concept of privacy;

« O4: distinguishing between privacy in real life and privacy
online;

+ O5: outlining the online privacy problems by analyzing the
sources of privacy rights;

« O6: proposing a set of principles and markers for identifying
privacy sources;

O7: using the Romanian case study to understand how pri-
vacy is seen online and to what extent the collection and use
of information from social networks represents a violation of
the principles of research ethics and human rights.

1.3 | Study Design

To accomplish the study’s objectives, we start from the existing lit-
erature and approaches to privacy. This helps us understand how
privacy is defined and identify the aspects that these definitions
overlook in the online environment.

Then, by examining the existing privacy theories, we highlight
their limitations and propose a blended perspective on privacy.
Specifically, we explore the constructivist theory and a natural
approach to explain the authority conflict in online privacy and
highlight the origin of privacy rights.

This brings us to a different definition of privacy, one where pri-
vacy online is not as natural or intuitive to us as the privacy we
exercise and protect in real life. In this new, ever-changing envi-
ronment, exercising privacy requires specific knowledge of the
social networks’ tools and of the concepts used in privacy set-
tings to convey the impact of specific changes. Online, privacy
boundaries are often pushed by others, and despite our efforts to
manage it, the online does not mimic real life, thus exposing our
personal information to unwanted individuals.

To address this gap in the protection of human rights, we trans-
fer the ethical and moral responsibility of using social networks’
information to the persons accessing and using it.

The rational choice theory puts this responsibility in the hands of
the online user sparing the ones that access and use the informa-
tion without consent. Thus, gives people the difficult task of pro-
tecting their personal information and cutting off others’ access
to it when having limited or no tools for doing that.

But given the circumstances, we pass the moral and ethical
responsibility to the ones that access and use others’ informa-
tion, with a special emphasis on the data collection and use by
the researchers.

To verify the extent to which our theoretical definition matches
the reality and identify other aspects related to online privacy,
we focus on the Romanian case study, which is meant to help us
understand how users see privacy on social networks, how they
manage it, and how aware they are of their data being used with-
out consent, as well as how they feel about it. This helps us iden-
tify the extent to which data collection with no consent breaches
human rights and affects human dignity.

Additionally, we highlight the internal conflict online users face
regarding the use of their personal data in the context of new
social trends, what is considered normal, and the need to con-
trol all information about themselves, specifically when shared
with a particular group of people but used by others with a totally
different purpose.

We end the study with recommendations for future research.

2 | Methodology

In our quest towards understanding the impact of social network
research on users’ data privacy, we follow a mixed methodolog-
ical approach. Starting from the existing studies we propose a
mixed approach to privacy in order to clarify the source of pri-
vacy rights and shape a new definition for online privacy. Then,
we embrace empirical research to identify aspects of privacy that
cannot be easily observed and understood. Therefore, we focus on
the Romanian case study and analyze how people perceive online
privacy, how they manage it, to whom their information is dedi-
cated, how real is what they post, and how much we breach their
rights by collecting data with no consent.

The reason we choose the Romanian case is because of the later
introduction of the internet and the social media in the Eastern
part of Europe [4] that helps us notice more easily the human
accommodation to the social media and its tools, the perception
of online privacy, what people consider to be private and how
data collection without users’ consent affect the human rights
and dignity.

For this, we formulated an online anonymous questionnaire with
multiple choice and closed-ended questions and addressed it to
Romanian online users over the age of 18. The sampling method
involves a mix of random and purposive sampling. Meaning, that
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the questionnaire was randomly distributed to online users, but
only after we selected the accounts that contained basic infor-
mation indicating they belonged to real individuals. We took this
measure to reduce the likelihood of engaging with fake accounts.
Thus, we focused on selecting profiles that could be associated
with a genuine person.

The questionnaire was built with Google surveys, and dissemi-
nated to Romanian online users on Facebook and Instagram. It
informed the participants about the purpose of the study, the use
of their data, and its anonymous character.

The questionnaire was distributed to 1253 people on Facebook
and 82 on Instagram and has a response rate of 8.2%, 111 filled
questionnaires.

The analytical sample describes the position and opinion of 53.2%
Romanian women and 46.8% men, of which 41.4% are between
the ages of 18 and 30, 31.5% between 30 and 40, 18% between 40
and 55, and 9% over 55years old. The majority of respondents
have a higher education degree: 27% hold a bachelor’s degree,
36% a master’s degree, and 18.9% a doctoral degree. Thus, this
study sample reflects the awareness, actions, and perspectives of
the educated segment of Romanian society, considering that, in
2023, the year in which the study was conducted, only 16% of the
population had a higher education degree [5, 6].

This being said, the study has limitations too, due to insufficient
data from the majority segment of the Romanian society, the
one without higher education and the seniors. Accessing the
ones with no higher education is difficult since often people do
not disclose such information on social networks, or use it to
lie in their profiles. Also, then, getting in touch with the older
ones was challenging too since most Romanian Facebook users
are between the ages of 25 and 44 years old, and people over 65
represent only 9.4% of Romanian Facebook users [7].

Additionally, approaching this large group of Romanians was
difficult, because most people asked a series of questions before
accessing the questionnaire link and required more information
to decide whether to participate or not in the study.

Since our study sample primarily consists of individuals with
higher education, it reflects the perception of online privacy of
those with higher education rather than the Romanian society
as a whole.

The collected data is used for comparative analysis and simple
statistics to answer the study questions.

3 | Literature Review: The Privacy Meanings

Privacy has its roots in the Latin privus which means single.
However, the concept can be interpreted differently in various
contexts. Privacy alone suggests the individual capacity to isolate
from others and preserve personal information from them. In
the context of property, privacy points out the individual right
and capacity to control their own person, time, and belongings,
which together represent symbolically “our autonomy from
others and our status as self-sustaining individuals” [8].

Similarly, in 1994 Johnson [9] argued that privacy represents an
essential aspect that guarantees our autonomy. However, Moor
[10] considered that autonomy does not necessarily require pri-
vacy and that it is possible to achieve autonomy with no privacy
at all. He referred to daily activities involving data storage, like
ordering clothes or food, exchanging money, making calls, etc.,
which can easily serve as a source of authority conflict, once our
data gets stored for a long time. In spite of this, these aspects do
not seem to create an authority problem. The reason for this is
that our data is normally stored by authorities, structures, and
organizations entitled to do so. Thus, we find it normal and build
a feeling of trust, especially when the data is used for business
activity checks, social safety, and consumer protection. On the
other side, many services and activities cannot be done without
sharing personal data. Therefore, we accept and do not question
the necessity for this since we believe it is for our good.

But the authority subject brings in the concept of privacy because
together they imply the individual control over the information
about the self. However, having control over the self is a psycho-
logical and physical human need, and refers to the individual
right and capacity to establish boundaries for others’ access to
personal information and the right to share it. From here, we
identify different perspectives on the privacy concept. Several
focus on the individual and define privacy as an individual’s
necessity and capacity to separate themselves from others, and
to “control other’s access to the self” [11]. Other authors see the
individual as part of society and define privacy as individuals’
and groups’ capacity to decide when, how, and how much infor-
mation about themselves can be communicated to others. This
approach considers the individual and groups’ needs, highlight-
ing their right to withdraw from social surveillance and pressure
at any moment they feel doing so [12, 13]. Also, we also have
the research focused on the individual and his relationships.
Here, the privacy definition varies depending on the degrees of
friendship, trust, individual desire to share, etc. In this approach,
we find discussions about the inheritance or borrowing the rights
to regulate information confidentiality [14, 15].

The, Sidis case and the defended the right to privacy together with
the free expression of the press [16], raised the question of privacy
limits in the context of social security. Meaning, where should
we draw the limits of privacy to offer personal space, but also to
guarantee safety?

Trying to answer this question, Hirshleifer [8] argued that pri-
vacy cannot be only about secrecy, as Posner sustained in 1978.
He stated that privacy is also about “autonomy within society”
[8], which, unlike other approaches, highlights not only the indi-
vidual psychological and physical state towards the surroundings,
but also his place, rights, and needs as a member of the society.

These privacy approaches mostly start from the way people
behave and exercise their rights in real life. However, issues
emerge in the context of social media, where many studies
place the responsibility for protecting personal data on the user.
However, in an online environment that does not perfectly repli-
cate real life and where maintaining privacy requires ongoing
information and tools that don’t offer the same control as in real
life, to what extent should the responsibility rest only with the
account owner?
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Most studies on online data privacy focus on empirical findings
rather than on proposing a new definition of privacy that would
encompass new privacy characteristics in this environment.
Often starting from the rational choice theory and focusing on
the impact of personal data trade against nonmonetary rewards,
a part of the existing studies analyze online privacy and answer
several questions at once by passing the decision power and the
full responsibility on data privacy to the social media account
owner.

The rational choice theory supports the idea that the individual
will always choose a solution that involves the smallest expendi-
ture possible in exchange for the achievement of desires. There-
fore, starting from the idea that human beings are rational and
aware of their choices, researchers argue that the level of disclo-
sure on social media relies on individual needs [17]. Since it is
believed that the more is disclosed —the more is achieved. How-
ever, this is not always the case. Like in real life, self-disclosure is
a precondition for establishing relationships, developing an iden-
tity and friendships [18], and it can be psychologically rewarding
when leading to a sense of openness-closeness and generating a
sense of connectedness and belonging [19, 20]. However, this may
work only when disclosure is done selectively and not mandatory,
as some situations may require. Even more, it may work if online
we could have an environment that could mimic real life in order
to manage privacy limits and grant access to our private infor-
mation to specific individuals for specific purposes. However, as
proven, social networks are nothing like real life, and for this rea-
son, the users register different behaviors: While some may be
open to sharing, others may be more secretive.

In 2013, Chen [21] studied the impact of personal privacy values
and the authority needed on social networks users’ privacy pref-
erences. The results showed that social media users “are quite
conservative in terms of self-disclosure” in spite of their attach-
ment to networking sites.

Similarly, Forest and Wood [22] showed that individuals with low
self-esteem are reluctant to disclose information and build rela-
tionships on social networks, despite their ability to manage risks
and privacy levels.

We believe that these choices speak of the individual’s attention
toward the potential long-term impact of online disclosure, like
“dislikes of others, harassment or unwanted privacy intrusions”
[23-25]. Additionally, users struggle to manage their online pri-
vacy as effectively as they do in real life. Posting on social net-
works and granting access to personal data online cannot be done
by looking at the nature of specific situations, only to a specific
group of people from our friend list, or for a limited amount of
time. On the contrary, it implies opening to a larger group and
offering constant access to personal information compared to real
life where the individual can easily isolate themself from society
and decide when to give others access to information about him
and his life experiences.

In this context, Zhang et al. [26] spoke about several types of
online privacy that may be disrupted, namely, user’s identity
anonymity; user’s personal space privacy; and user’s communi-
cation privacy. Due to these vulnerabilities and the previously
mentioned aspects, social network users often fall victim to

human rights violations, as others exploit their access to personal
data, mistakenly assuming that what is accessible is equivalent
to being public and can be used freely in various contexts.

In this context, this study aims to address a gap in the field
by proposing a definition of online privacy. Starting from this
definition, we focus on the moral, ethical, and human rights
implications of using information from social networks for
research and other purposes without consent.

3.1 | Privacy Theories

In 1967 Westin proposed a theory of privacy, which discussed
the individual and group needs and capacity to withdraw from
anything involving social pressure and conformation to the social
rules while enclosing in a personal space where autonomy and
personal information can be preserved. This approach started
with three types of social surveillance: Physical, psychologi-
cal, and data surveillance [13]. The physical and psychological
dimensions are linked to our natural behavior and depend
directly on present actions, thus, are easier to secure. Mean-
while, data surveillance is not that natural since it involves
protecting personal data collected and built by social structures.

When our data is collected by official structures, it is easier to
impose rules and control the way this data is used. However,
in the new environments of socialization, like social networks,
where there is no specific authority and methods to ensure data
safety, individuals remain vulnerable to identity theft and other
deceptive actions.

Our need for personal autonomy, emotional release, self-
evaluation, and controlled communication with others about the
self for personal space, have to take place in the absence of social
constraints and demands [12, 39], which is vital for individual
well-being. However, to fulfill these needs we need privacy, in the
sense of our right to decide what to do with our bodies and the
information belonging to us. In this regard, Westin [13] argued
that there is a serious need for special legislation to protect
privacy rights.

Often, Westin’s theory was described as individual-centered
[27, 28] because of the attention he gave to individual actions,
intentions, and needs. However, privacy can also be about
collective actions [12], as shown in Altman’s approach.

Altman observed that people change their privacy limits and
preferences while trying to balance the external conditions and
internal states. Hence, the individual tries to regulate interac-
tion with those around them and avoid crowding by constantly
setting or removing personal boundaries. The reason for this is
maintaining self-identity, which is considered the main purpose
of privacy [29]. In this sense, Altman’s definition of privacy
gives the individual the right to withdraw from social life into a
well-defined physical and psychological personal space. For this,
Altman spoke about the importance of using body language,
eye contact, and physical distance, as mechanisms for establish-
ing and controlling personal boundaries [30]. The knowledge
about how to use these mechanisms/techniques of privacy
management is the key to our good functioning in society [31].
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rivacy online is fundamentally different from privacy in real life.
Unlike in the physical world, where individuals can withdraw
to isolate themselves from others without causing reactions,
the virtual space lacks this simplicity. Additionally, online tools
for protecting personal information are not as user-friendly or
intuitive as those available in real life. Achieving the desired
level of privacy online is not only challenging but also falls short
of allowing users to set precise limits for who can access their
information. This difficulty in restricting access at various levels
leaves us vulnerable, as some may access our data even if we did
not intend for it.

But privacy management has a direct impact on the quality of
our daily lives: It affects our “safety, security, and physiological
needs” [29]. However, our needs differ and privacy is not the
same for everyone. Its definitions and limitations constantly vary
and adapt to individual life experiences, the external and internal
factors.

Starting from this, Kwasny et al. [32] found that males see privacy
in terms of convenience and need while females see it in terms
of safety and respected privacy rights, and older people see it as
something akin to personal space and not to personal informa-
tion. This difference is drawn by our health status, psychological
factors, life experiences, etc.

Considering computer-mediated communication, in 1991 Petro-
nio developed the communication privacy management (CPM)
theory, which starts from Altman’s perspective on the individ-
ual needs to restrict and juggle with privacy limits in order to
allow and restrict other’s access to the self. Petronio’s theory con-
siders that: (a) People believe they own some information and
that (b) they have the right to decide to whom and how much
they can disclose. (c) People build privacy limits based on culture,
gender, motivation, context, risks, and benefits, and they (d) con-
sider that once their private information is shared, the ones that
received it become co-owners, and they are, or must be, automat-
ically charged with some responsibility and limits when sharing
that information [12, 14].

The CPM theory focuses on the boundaries we establish to isolate
ourselves physically and psychologically from social pressure and
surveillance. These boundaries are addressed to society with the
intention of clearly establishing some rules and limits for individ-
ual personal space. With all this, sometimes the boundaries are
surpassed and the internal and external states of the individual
get affected.

Therefore, to avoid social cross-over personal limits of space
and information, Petronio introduced the concepts of boundary-
defining ownership, boundary coordination, and boundary
turbulence [33]. The first is about a set of limits we use to sep-
arate personal information from the one we consider public.
We believe this information is ours, and that we have the right
to decide to whom, when, and how much we can share. The
second is about our capacity to build some safety boundaries
for the information we are transmitting. Sometimes we build
these boundaries together with the ones the information is
shared with in order to create a deeper feeling of privacy and
information ownership. Also, the third is about when our bound-
aries were not effective, and the information we transmitted

reaches people it was not intended to reach. This usually hap-
pens when co-owners fail to keep our information safe either
out of bad intention, by mistake, or because they were under
pressure [34].

Both, Petronio and Altman’s approach to privacy address indi-
vidual and group needs together with mechanisms for privacy
control. However, we lack a comprehensive definition that dif-
ferentiates real-life privacy from online one. Thus, we focus next
on finding differences between real-life and online manifestation
and perception of privacy.

4 | Mixed Approach to Online Privacy: The
Real-Life Versus Online Privacy

To understand privacy online in 2011 Ellison analyzed the way
communication takes place online and how it influences privacy.
In real life, socialization facilitates sharing information to help us
survive, develop, and achieve a good level of life. However, social
networks developed when most of our basic needs were already
fulfilled. Consequently, it entered our lives as a tool for socializa-
tion and sharing information about the self [15] rather than as a
tool for helping us survive.

In time, social networks were also seen as a communication tool
meant to overcome economic crises or pandemics [35], However,
mainly they remain an artificial tool for socialization. The reason
for this is the level of trust we have in others and how much and
how real the information we share in this space is.

In real life, most information we share is verbally or through
direct demonstration of abilities, competencies, and character-
istics. However, online, information is shared differently, and
our level of trust differs starting from the fact that we cannot
really know who is behind a profile and their intentions. In
social media, as in real life, we are constrained to share personal
information to establish connections, to be recognized by specific
individuals, to create an identity, and to imitate real-life social-
ization. However, the ways we manage personal information
here are very different from the way we do it in real life.

In real life, we can separate our audience, adopt a specific atti-
tude, and present information in a specific way; we constantly
adapt to the audience and their reactions. However, on social
media, the audience is usually a group of people from various
environments, more or less close to us, and the information we
wish to share with relatives can extend to those who are less
intimately connected to us.

Also, in real life, our family, close friends, co-workers, school-
mates, university colleagues, school teachers and university
professors, club friends, etc. rarely meet. Therefore, the infor-
mation they have about us is often the one we share and is
considered appropriate for those specific contexts. However
online, our friends, relatives, colleagues, and others are in a
single friends list, and our posts are for all. Thus, the information
we post will address all these people, and our online self will
most likely never be the same as our real-life self. Probably, most
of us will choose a role to play for all, depending on who is the
most important from our friends list, and whom we would like
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to impress or establish a closer connection with. For this reason,
Ellison [15] argued that developing serious relationships on
social media is complicated because it implies self-disclosure to
a wider audience than in real life.

Another specificity is that online, we communicate information
in a visual or audio format, which can be easily disclosed to oth-
ers, and very hard to move back into our personal space. Unlike
real life, where information is usually transmitted verbally and
can be easily denied and classified as gossip if it reaches an
unwanted public.

Therefore, we realize that the main difference between online
and face-to-face privacy lies in the differences between privacy
limits and manifestation. However, when privacy is defined
as the capacity to remain autonomous from others and be
self-sustaining [8], to control other’s access to the self [11] and
regulate information confidentiality [14, 15], how much of this
definition applies to the online environment?

This does not mean that online privacy should differ from that
in real life, especially if we start with human needs and human
dignity. However, we see that online privacy is different primar-
ily because people look differently at the virtual space than the
physical one. With this in mind, we define online privacy as a
nonintuitive nor natural practice involving a complex process of
learning new tools and concepts of social networks to manage
others’ access to personal information.

4.1 | Questioning the Source of Privacy

The way we live and how society is organized nowadays makes
it impossible to be totally separated from others. Although we
may want moments of total solitude, social interaction is crucial
for accumulating information about the world and ourselves.
As Vazire and Carlson [36] showed, sometimes, others know us
better than we do, because our ambitions, desires, filters, and
beliefs shape the way we see ourselves. Therefore, we socialize to
exchange information, negotiate, give meaning, and verify our
knowledge [37].

However, most of the information we have about ourselves is col-
lected or built by society. For example, our name was given to us
by our parents, the phone number was given to us by the phone
company and associated with our name, the general information
about ourselves like, how beautiful, smart, tall and funny we are,
is built by considering the social concepts of beauty, smart, and
funny and by comparison with others. Therefore, when most of
the things we know come from society, and what we find about
ourselves is a result of self-evaluation through social concepts, we
wonder if this information ever belonged to us. Also, what is to
be considered personal information?

If “we are shaped by culture, and culture shapes who we are”
[38] and if integration, as a process of adaptation by learning new
skills, behaviors, and rules, “expands our sense of who we are”
[38], then who we are is nothing but a result of social work—the
work of our parents, teachers, relatives, friends, and everyone we
interact with, that contributed to our development and to discov-
ering ourselves.

But, if our identity, our person, and our character are to be the
result of our interaction with society and society’s work, then how
entitled are we to control this information that never belongs to
us, that we just embraced in our journey towards understanding
and finding ourselves?

With this in mind, we wonder what is that “something” that gives
us the right to control some information related to ourselves. In
addition, where does privacy spring from?

4.2 | Source of Privacy Rights

In 1992, Bezanson mentioned that the press was seen as a threat
to the individual identity even since 1890, because of the social
fear of press transforming identity from an individual construct
into a social construct. However, the press was only a tool for dis-
seminating social reality models, principles, and ideas when soci-
eties have always built and influenced everything through com-
munication and socialization [37]. Since we are born, we learn
to do things the way everybody does, think in terms of good and
bad defined by society, follow social trends, and seek to integrate
in order to benefit from belonging to society, etc.

Therefore, we are social constructs. We have a culture, traditions,
ways of thinking, a name, a unique identification number, etc. we
receive and learn from society. Most of the things we know about
ourselves would have no meaning if disclosed to somebody out-
side our society and culture. In other civilizations and cultures,
we may be ugly, silly, and weak, while in the society we grew up
in, we may be beautiful, smart, and strong. It is all about how
society defines everything.

This social constructionist approach partially explains the issue of
privacy but does not align with contemporary human rights per-
spectives, from where the authority conflict arises and the right
for data privacy springs. One of the questions to clarify this sub-
jectis: Would the information about the individual exist without
him? The answer to this question moves back to the individual
his rights to manage certain information.

However, interested in what kind of information is to be consid-
ered private and requires user consent, at first, we look at the
source of information and the reason why the individual asso-
ciates some information with themself. In this light, we propose
four principles to help researchers identify private information:

1. The existence principle: It questions whether the informa-
tion would have existed without the individual. Meaning,
that the information does not belong to the individual if it
could have existed, or been built, without him.

2. The isolation principle: There is information that can be
understood, perceived, and used outside any society, like
hair, eye and skin color, fingerprints and iris shape, height,
physical skills or disabilities, the degree of irritability, the
way of reacting to certain external and internal factors,
etc. This information belongs to the individual from the
moment it builds an image of someone and is directly
associated with a person describing unique features of body
and personality.
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3. The provenience principle: Information has two major
sources: Either it is accumulated through the human
senses (sight, hearing, smell, and touch), or it is accumu-
lated through communication. When information about
the individual is accumulated by observing the individual,
then this information belongs to him. Some information
can be constructed by interaction with social constructs,
such as religion, the political preferences. However, the
information belongs to the individual as long as it is pri-
marily built through observation and interaction with the
individual. In this case, the information belongs also to the
person that has built it.

4. The uniqueness principle: One of the biggest differences
between individuals is their life experience, the historical
period they lived in, and many other factors that influenced
their development. The information we build by interacting
with the surroundings also belongs to us, because it was
built through our decisions and actions.

Also, there are the simple and basic aspects that make us differ-
ent, namely, the ones we were born with (fingerprints, DNA, iris
shape), and the more or less unique ones that were given to us
at birth or acquired through life (name and first name, unique
identification code, scars, etc.)—all this information belongs to
us.

Following the uniqueness principle, we identify a set of markers
highlighting our right to consider some information personal and
to manage it. For example, we have:

1. The biological markers—the physical aspects that distin-
guish us from each other and make us unique, like DNA,
iris shape, and fingerprints.

2. The cognitive markers. Starting from our life experiences,
physical condition, and the environment in which we grew
up, each of us gets to accumulate a certain set of informa-
tion. Based on this, we will judge things in a certain light
and will behave accordingly.

3. The psychological markers. Here we have the aspects out-
lining our character. One of the most important are the def-
initions of good and bad that we internalize, the associations
of something with good, bad, weak, strong, or normal, the
lessons we learned through life, and the personal principles
we have built to guide our decisions and behavior. To this,
we add the culture, religion, and traditions, which have a
huge impact on our psychological markers that shape our
judgment and behavior each step of the way.

4. The emotional markers. Emotional markers are the infor-
mation deriving from personal experience that had a major
impact on our emotional state. All the fears and joys that we
experienced, and the circumstances we were in mark us in
a unique way and leave a special imprint on our behavior.
The emotional markers serve as triggers of certain fight or
flight states, or as motivators for our daily actions.

All these markers can be considered levers for identifying and
classifying personal information. These principles and markers

are meant to help researchers and online users differentiate
between private and public information.

A simple disconnection from social networks does not allow the
individual to completely isolate themself because their informa-
tion remains exposed, and the online self does not have “breaks.”
The moment we disconnect from social networks, we remain
active for the ones who want to send us messages, comment on
our posts, or know more about us from our profile. In real life,
however, from the moment we enter the house, society no longer
has access to us unless we want it. This is how online privacy is
more like a technical construct meant to imitate real-life privacy
and allow individuals to protect their rights.

5 | New Perspectives on Online Privacy: A
Romanian Case Study

Any information that resides from us, or to the construction of
which we contributed, is considered personal. It serves as a key
to knowing us and the culture we belong to, and because of this,
it has always been protected. Personal information can be used
in a good sense, to identify what we have in common with others
to communicate easier, but it can also be used in a bad way to
disintegrate someone’s image and cause irreversible harm.

Privacy limits have always been pushed by society, which is in a
permanent search for entertainment and information to redefine
safety and correct behaviors that deviate from social norms. How-
ever, the insertion of social networks in our daily lives made it
even harder to manage privacy, since online we have a totally new
environment where we differentiate between “contextual, rela-
tional, performative and dialectical” privacy and need different
tools to settle privacy boundaries for others [39]. These bound-
aries vary from one person to another and from one situation to
another depending on our “individual preferences, abilities, and
context-dependent social meanings” [39].

Intending to find out how privacy is seen in the online environ-
ment, what information is considered private and what is not,
the extent to which people want to protect their information, the
ease of adjusting privacy settings, and the difference in informa-
tion sharing online versus real life, as well as how these aspects
influence human rights, we focused on the Romanian case study.

5.1 | Study Findings

In our quest towards understanding privacy, we focused on the
Romanian case to study the users’ perception of online privacy.
95.5% of our respondents have a Facebook account, 80% have
an Instagram account, 34.5% have a TikTok account, 30% have a
Twitter account, and 29.1% have an account on other platforms
and use specific applications for socialization. The amount of
time spent on these platforms is different (see Figure 1).

However, the reasons our respondents use social networks also
vary. Most people use them for getting informed on different
topics (87.3%), socializing with friends and relatives (77.3%),
maintaining friendships and connecting with different people
(50.9%), and knowing better political personalities (24.5%). In
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FIGURE1 | Time spent by Romanians on social networks. Source: Author’s figure.
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FIGURE2 | Motivations behind social network usage. Source: Author’s figure.
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FIGURE3 | Datasettings management on Facebook. Source: Author’s figure.

line with this, we find out that most of our respondents are first of
all consumers of information and occasionally content creators
(see Figure 2).

This shows us that social networks are primarily seen as a source
of information for society and only then as a space where mean-
ings, ideas, values, and social principles can be shared and nego-
tiated.

Social networks are mostly seen as a space for socialization but
not as an official page for displaying personal valid information. It
is rather a tool for getting informed and creating and maintaining
relationships, which automatically implies disclosure. However,
this does not mean that the shared information is complete, valid,
and updated. Also, even when shared, the information is directed
to family and friends and rarely to strangers.

When we define personal information as the information about
the self which includes the name, surname, date, and place of
birth, phone number, email address, current and past jobs, pic-
tures with family, and daily life aspects, we observe the reluctance
of our respondents towards sharing it on social media. By asking
about their settings’ choice on the visibility of this data on social
networks, we see that one-third of the respondents preferred to

keep this data for themselves, and 44.1% made it available only to
their friends (see Figure 3).

This shows the majority’s preference to keep the information
they consider to be personal or private for themselves and the
ones from the friend list. In spite of this, there is information that
our participants do not necessarily consider to be private, like
their posts about something else than themselves. In this case,
the preferences vary. For example, when it comes to the informa-
tion about the likes, shares, or comments of the users on pages
and posts about various products, sales or promotions, news,
etc., 24.3% of our respondents do not consider this information to
be personal and 43.2% have it visible to anyone. However, when
asked if they would modify the settings in this direction, 23.6%
said they would check the settings again to modify them, while
43.6% set up their settings a long time ago, and only 32.7% did
not mind sharing this kind of information.

This shows us that people believe the settings they selected long
ago will remain in place and be updated, even when privacy set-
tings change and become more detailed on social networks. In
spite of this when it comes to data collection for social networks,
76.6% of our respondents prefer for their consent to be asked if
the information from their profile is to be used for anything else
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than verifying their identity. Only 12.6% do not have any prefer-
ences or problems with the information from their profile being
collected without their consent.

This turns us towards the controversial question: If the informa-
tion is public why cannot it be used?

This is where we recognize the common mistake online users
make by confusing accessible information with public informa-
tion. The difficulty users face in keeping up with changes on
social network platforms, adapting to privacy management tools,
and bearing the sole responsibility for managing their private
information seems unfair, especially given the lack of account-
ability for those who collect data without consent. This is where
we believe that the responsibility for protecting personal data and
human rights falls within the hands of all the actors: The account
owners but also the ones that collect and use information from
social networks without user consent.

A solution to raise the social awareness on the necessity to con-
stantly adjust their privacy settings for data privacy can be done
through information campaigns. However, such actions would
require special resources and lots of time. That is why, for now,
informing the social networks’ users on data privacy settings
remains an informative necessary action of most platforms.
Still, not too many users try to change data privacy settings
[2] given that people have different methods of learning and
may need special explanations, that privacy itself is a complex
construct requiring lots of effort for understanding, and that
individuals’ interest may be raised only when pointing directly
how something can affect them. In this light, the task of pro-
tecting personal data and not breaching the human rights when
conducting research remains in the hands of the researchers.

One of the reasons why the accessible data is not necessarily pub-
lic is because of the way people see social networks. Their privacy
settings may grant access to everybody’s personal data and the
user’s posts, but the intended audience was different than the
one. In our case, of the ones that post on social networks, 42%
address the posts to their family, close friends, and friends, and
not to strangers (see Figure 4). This is where the authority conflict
arises: When managing the privacy settings is not that intuitive
and natural, and the information we post is used without consid-
ering the individual preferences and the intended public.

This is where we highlight the ethical nonconformities of a study
with data collected without user consent. Such a study would

M For friends
Don't post

Everyone

M Family and close
friends

FIGURE4 | Postson Facebook and their intended audience. Source:
Author’s figure.

mean breaching the Article 8 of the European Convention on
Human Rights (ECHR) on Equality and family rights [40]. This
means that the right to build friendships, an identity, and other
relationships could be violated in the context where collecting
data about the individual or his preferences without consent can
lead to restrictive policies or actions that would affect private and
family life.

This would also lead to the violation of the general data protection
regulation (GDPR) of the EU. However, the breach of these reg-
ulations and the ECHR can be unclear when the collected data
is about counting the number of people on the social networks
who appreciate, buy, or own specific products, their travel desti-
nations, income estimations, and other aspects since they do not
focus on the individual and do not intend to directly affect him.
Still, these data points could lead to policies with impact on the
individuals from whom the data was collected and affect their
identities, relationships, family life, etc.

In line with this, we highlight the importance of returning to
this paper privacy principles and markers for identifying private
information. Meaning, that even though researchers do not
intend to build individual profiles or collect personal data in the
traditional form, the necessity for asking for the users’ consent
comes from the existence and the provenience principles. In this
sense, the collected data is personal because it would not exist
without the individual’s actions and participation online. The
individual character and life experience of users led to their spe-
cific preferences, and their online involvement and participation
made our data collection possible.

With this in mind, we turn towards Romanian’s openness to being
approached by strangers and we see that 58.2% of our respondents
offer to anyone the possibility to send them a friend request, 21.8%
of the respondents were not interested in this aspect and left the
settings as they were set up initially, and only 20% prefer to know
how a new person found them, so they allow the invites to be
addressed only by their friends’ friends.

This highlights that although people are protective and reluctant
to communicate with strangers, they do not want to eliminate
the possibility of being contacted by others. However, what about
using the data for advertisement dissemination, communicating
it to partners, or the elaboration of market and impact studies
based on it? In this matter, 86.4% of our respondents are aware
of their data being collected by Facebook and shared with third
parties, and 66.4% of them are bothered more or less by this. How-
ever, when asked if they would agree for their data to be collected
by the state institutions for the development of feasibility and
impact studies or for building social policies, 55% answered that
they would not agree for their data to be collected by state insti-
tutions. Only 19.8% agree in this matter, and 25.2% do not have
preferences in this direction since they believe that the collec-
tion of personal data by the state institutions from their social
networks’ profiles would not affect their personal life.

Quite important though, 85.6% of our respondents consider the
information from their social networks page belonging to them
and would prefer for their consent to be asked if their data is to
be used for anything else than socializing, but the preferences
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B Normal, on platforms we use for free
B Normal, because everybody does so
Disrespectful, as the purpose of networks is to socialize

Disrespectful, because my information is there for another purpose

| don't like it, but it doesn't bother me either

FIGURE5 | Romanians’ attitude towards using social network data for marketing strategies, research, and product/service sales. Source: Author’s

figure.

change in the context of the “new normal.” 26.1% consider it nor-
mal for companies, firms, researchers and institutions to use their
personal information for studies, designing marketing strategies,
etc. since the use of social networks does not require any pay-
ment. Also, 8.1% consider it normal for their data to be accessed
by various structures and individuals online since everybody does
so (see Figure 5).

We observe a clash between the “new normal,” where easy access
to personal information makes it normal to use it for purposes
other than socializing, and the “old normal,” which emphasizes
the individual desire to control other’s access to personal informa-
tion. In this light, in spite of what people consider to be normal,
39% of our respondents consider that using their personal data
with no consent for studies and other purposes except knowing
them proves a lack of respect, affecting their dignity, authority,
and rights to control personal information since that informa-
tion is there with other purposes. Not only this, but 76.6% of our
respondents prefer to be asked for consent if their personal data
is to be used for something other than verifying their identity.

In this case, if their consent were asked, 31.8% would agree for
their personal data to be collected by state institutions for impact
studies, 34.5% would agree for their information to be collected
by advertising agencies, and 12.7% consider that their personal
information can be collected by anyone to whom they give con-
sent.

6 | Discussion

This study has found that the educated segment of Romanian
society sees social networks as tools for socialization and as a
source of information. Thus, any use of their information outside
these purposes initiates an authority conflict on data privacy.

The majority of our respondents are aware of the fact that their
online activity is monitored (by Facebook, for example) and that
their information can be collected and later used for impact stud-
ies, marketing strategies, etc. In this light, several respondents
consider it normal to collect their data with no consent from
social networks since everybody does so, and especially when
social networks provide free services. However, collecting data
without consent is not approved by 85.5% of our respondents
and represents a violation of human dignity, an action against
authority and individual rights to control personal information.

As the online environment forces us to disclose more personal
information so that socialization can take place with a sense of
trust among the participants in the discussion, it is necessary for
researchers to take into account the way social networks are seen,
to whom personal information and posts are intended, and the
need to differentiate accessible information from the public one.

In this sense, the questionnaire shows the people’s wish for their
data privacy rights to be respected while constantly exposing
some information for maintaining and initiating relationships
and friendships. This highlights users’ difficulty in achieving
their desired level of data privacy online due to several factors:
Limited platform settings, challenges in keeping up with changes
on social networks, lack of knowledge about behind-the-scenes
actions, social pressure to share more information, the need to
lower privacy barriers for communication, the unique nature of
the online environment, and the challenge of behaving naturally
within it.

This is how privacy on social networks often becomes an illusion,
amental construct where people believe their information will be
used only by those it was intended for, not by others. This illusion
is rooted in people’s common sense and hopes that ethical and
moral principles will be respected. Therefore, researchers must
consider the intended audience and privacy principles when
deciding whether to seek consent before collecting data.

Online, people share more personal information to simulate
real-life interactions. However, they cannot easily limit access to
specific groups within their friends list due to the limited tools
for categorizing friends and setting different privacy levels. Only
recently has Instagram introduced the “close friends” option for
stories, allowing users to share content with a specific group for
a limited amount of time.

When people view social networks primarily as communication
tools, they often do not question the use of their data for other
purposes, particularly since they are not directly involved in the
research environment and may not be aware of such activities or
their potential impact on daily life. As a result, using information
from social networks without users’ consent creates a conflict of
authority and violates their rights to control and share personal
data.
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7 | Conclusions

Starting from the disparities in social interaction between online
and face-to-face contexts, this study aimed to propose a new
definition for online privacy and uncover other aspects of it from
the Romanian case study.

Starting from the existing research and definitions of privacy we
highlighted that online privacy is different than real life in the
sense that if real-life privacy is about the human capacity to man-
age other’s access to the self, then online privacy is about a com-
plex process of learning new tools and concepts of privacy and
confidentiality and juggling with a constantly changing set of pri-
vacy settings to protect personal data.

With this in mind, we focused on the Romanian case study to
explore additional aspects of online privacy and the ethics of
using accessible data for research without user consent. The
study has shown an internal conflict between the users in the
context of the new normal and the old privacy principles. This
highlighted users’ desire to achieve a high level of privacy online
considering that they mostly use social networks to connect with
others, speak, and gather information about daily life but not for
other purposes. In this direction, researchers must also consider
the social media trends and the lack of specific tools to verify the
truthfulness of information that people use to post “privacy lies”
[41], which raises a serious question mark on the objectivity of
studies.

Finally, the study highlights the users’ perception of online pri-
vacy, their internal conflicts, and the opposing opinions, underly-
ing the other’s ethical and moral responsibility to ask for consent
when collecting and using data from social networks for some-
thing else than socializing and verifying someone’s identity.

In this direction, we proposed a set of principles and markers to
help researchers differentiate personal information from the pub-
lic one when conducting a study.

This paper aimed to contribute to security, privacy studies,
and research ethics by highlighting how social network users
perceive privacy and how data collection without their consent
breaches human rights and research ethics. Additionally, it
opens new avenues for privacy research in related fields. It raises
questions for human rights researchers to examine the extent of
rights violations when individuals either do not change privacy
settings or consciously use social networks solely for socializing.

It also presents challenges and questions for researchers and IT
practitioners, urging them to develop programs that simulate
social environments and provide tools to better mimic real-life
privacy online.

This study also raises questions for philosophical discussions
on privacy, considering the constantly changing data privacy
settings, varying social network platforms, and the common
person’s difficulty in understanding abstract concepts and their
impact on daily life.

Lastly, the study highlights the internal conflict individuals face
between accepting the “new normal” and their right to control
personal information. This issue could serve as a basis for pri-
vacy and confidentiality studies, aiming to identify the privacy
boundaries in a contemporary, globalized society.

Data Availability Statement

The data that support the findings of this study are openly available
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