
 
 

 
 

 
 

 
The authenticity of public debate is challenged by the emergence of networks of non-
genuine users (such as political bots and trolls) employed and maintained by 
governments to influence public opinion. To tackle this issue, researchers have 
developed algorithms to automatically detect non-genuine users, but it is not clear how 
to identify relevant content, what features to use and how often to retrain classifiers. 
Users of online discussion boards who informally flag other users by calling them out as 
paid trolls provide potential labels of perceived propaganda in real time. Against this 
background, we test the performance of supervised machine learning models 
(regularized regression and random forests) to predict discussion board comments 
perceived as propaganda by users of a major Romanian online newspaper. Results show 
that precision and recall are relatively high and stable, and re-training the model on 
new labels does not improve prediction diagnostics. Overall, metadata (particularly a 
low comment rating) are more predictive of perceived propaganda than textual 
features. The method can be extended to monitor suspicious activity in other online 
environments, but the results should not be interpreted as detecting actual propaganda. 
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Introduction 

The emergence of the Internet as a medium of communication has blurred the lines 
between producers and consumers of content (Thurman, 2008). In one view, the 
Internet has enabled people to freely express their opinions, as netizens (MacKinnon, 
2012) in an online version of the public sphere (Habermas, 1989), where public opinion 
is created through horizontal interactions between peers, giving everyone a voice, 
rather than a top-down communication process from mass media to consumers. Public 
debate forums such as Reddit or comment sections of online newspapers encourage 
two-step flows of communication (Lazarsfeld, et al., 1948), in which news is shared and 
reinterpreted through dialogue. 

This positive view of a digital democracy tends to ignore the different motivations users 
have for posting online comments and assumes that there are no bad actors. Some 
users, referred informally as trolls and formally as non-genuine actors (Paletz, et al., 
2019), are motivated by intentions to manipulate public opinion, sending targeted 
political messages while pretending to be ordinary forum users. When their activity is 
not independent, but guided by an interested third party organization, foreign or 
domestic, they are engaging in computational propaganda (Bolsover and Howard, 
2017), political astroturfing (Zhang, et al., 2013) or coordinated inauthentic 

behavior (Weedon, et al., 2017). 

Recently, lists of non-genuine users linked to Russian sources were made public and 
banned from Twitter, Reddit, Facebook and Instagram in the United States [1]. Studies 
on computational propaganda show that that the presence of Russian bots and trolls on 
Eastern European social media and newspaper forums is non-negligible (Mihaylov, et 

al., 2018; Zelenkauskaite and Niezgoda, 2017). Romania is a country vulnerable to anti-Western narratives, particularly its young population (Sultănescu, 2019), and there is 
increasing evidence of networks of Russian non-genuine user accounts operating on social networks in Romania (Dawson and Innes, 2019; Gleicher, 2019; Ioniţă, 2019). 
Coordinated networks of non-genuine actors corrupt the online public sphere by 
flooding it with disinformation (Ehrenfeld and Barton, 2019; Starbird, et al., 2019), and 
false information tends to spread faster than truthful information (Vosoughi, et al., 
2018). Identifying non-genuine users is an important step in combating computational 
propaganda, which represents a real threat to deliberative democracy. Previous 
research on computational propaganda (Crothers, et al., 2019; Grimme, et al., 2017; 
Im, et al., 2019; Stukal, et al., 2017; Zannettou, et al., 2019; Zannettou, et al., 2018) has 
focused on detecting bots or trolls on social media and describing their behavior. Much 
of this research uses machine learning for classification, which is more efficient than 
manual classification. But the process cannot be fully automated, as every supervised 
learning algorithm for text classification requires an initial labeled set (Grimmer and 
Stewart, 2013). Various techniques to label users as trolls have been proposed 
(researcher, institutional and user labeling), but there is no consensus regarding the 
best labeling method. Some studies use original coding schemes directly on the texts 
(Stukal, et al., 2017), while others use pre-existing labels, provided by online platform 
administrators (Im, et al., 2019) or users (Mihaylov, et al., 2018). 
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In this paper, the merits of a form of user labeling are investigated. Trolling is often 
sanctioned by forum users either formally or informally, and these sanctions, particularly informal flags (replies such as “you sound like a Russian troll”), can be used 
as a starting point to identify suspicious content posted by non-genuine users. We use a 
corpus of comments scraped from the message board of an online Romanian 
newspaper. We test two types of models, regularized regression and random forests, in 
a two-step supervised machine learning approach: first classifying messages as “informal flags” or “non-flags”, then using the identified flags to classify new messages as “flagged as propaganda” or “not-flagged”. We rely on two types of predictors as 
inputs to our classification models: textual features (i.e., the words in the comments, 
tokenized and stemmed) and metadata (i.e., timestamps, comment position or rating). 

Our main goal is to build a model for predicting perceived propaganda with the lowest 
degree of prediction error, where flagged messages are identified with high precision 
and recall. Our setup permits checking for concept drift and feature importance. To 
analyze concept drift, we check whether the two-step classification, which requires 
updating the labels, improves accuracy compared to the one-step classification where a 
model is trained only on the initial manually classified flags. Finally, we investigate the 
types of features that influence the prediction of flags (step 1) and flagged messages 
(step 2), to check whether metadata or textual features are more important for the 
classification, and whether using both improves the prediction performance. 

  

 

Theory and previous research 

The online public sphere 

The public sphere was conceptualized in the early 1960s by the German sociologist Jürgen Habermas. He defines the public sphere as “private people gathered together as a 
public and articulating the needs of society with the state” [2]. It manifests itself both through discussion and common action. It is “public” in the sense that it is non-exclusive 
(private), but it is also autonomous from the authority of the state (that encompasses a different understanding of “public”). 
It is tempting to see the rise of the Internet as reviving the public sphere in the twenty-
first century, after the domination of the mass media gatekeepers in the previous 
century. Authors inspired by the writings of Habermas adapted the concept to the new 
technological realities of the Internet, by imagining an online public sphere as the 
emerging space for deliberative democracy (Dahlberg, 2001). By losing its spatiality, the 
public sphere is conceived as a more inclusive discursive space, giving voice to the 
voiceless (Mitra and Watts, 2002). With the rise of blogs, social media and online 
activism, the idea of the netizens — Internet users that can hold governments and 
corporate actors accountable (MacKinnon, 2012) — started to take shape. However, 
Geiger (2009) notes that Habermas himself did not hold such optimistic views, arguing 
that it did more to increase fragmentation and polarization, rather than inclusiveness. 
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Decentralized interactions on the Internet produce independent micro-publics instead 
of a public sphere (Geiger, 2009). Indeed, if we look at the large Internet platforms, it is 
hard to disagree with the fragmentation hypothesis. Facebook and Twitter users choose 
who to follow, locking themselves into partisan groups. Reddit is split into more than 
100,000 subreddits, each with its own posting rules. Large newspapers, on the other 
hand, maintain a broader and more diverse audience, and the comments sections from 
some online newspapers look more like communities of debate (Ruiz, et al., 2011). But 
the quality of these debate platforms can be affected by non-sincere debaters, such 
as trolls. 

Trolling and informal flagging 

Trolling is an umbrella term for a wide range of norm-defying patterns of behavior in online communities. Trolls are (often anonymous) forum users who “act repeatedly and intentionally to cause disruption or trigger conflict among community members” [3]. By 
promoting incivility and divisiveness, trolling is challenging the idea and functioning of 
authentic public debate (Munger, 2017; Starbird, et al., 2019). Furthermore, trolling is 
contagious: a person can become a troll by exposure to antisocial messages (Cheng, et 

al., 2017). 

Most online communities have a formal and/or informal set of injunctive norms 
referring to unacceptable behaviors that may include how trolling is sanctioned by the 
community (Álvarez-Benjumea and Winter, 2018). There 
are preventative and remedial interventions in case of detecting deviance (Fichman and 
Sanfilippo, 2015; Sanfilippo, et al., 2017). Preventative interventions refer to defining 
public standards and restricting membership to online communities. Moderators can 
apply remedial interventions after they consider that rules were broken. Remedial 
interventions include both formal technological sanctions, such as banning, filtering 
offensive language, flagging and censoring specific messages, and informal sanctions, 
such as polite private discussions, conversion attempts and confrontations. 

In this paper, we refer to the strategy of users calling out or denouncing trolls by simply 
replying to their posts as informal flagging. This contrasts with a more formal form of 
flagging, such as downvoting or reporting a comment to the moderators for breaching 
the norms of an online community. Informal flagging can have other functions as well, 
such as warning the community not to trust specific users, but also attempting to discredit a user’s opinion and marginalize them by associating them with a non-
desirable entity (e.g., intelligence agencies, political parties, or multinational 
corporations). 

Computational propaganda and political astroturfing 

The concept of trolling needs to go through a disambiguation process because it 
conflates intrinsically motivated trolls who enjoy creating controversy for their own 
amusement (Phillips, 2015) with extrinsically motivated trolls who are hired by a 
political group or foreign country to engage in online astroturfing. In astroturfing, 
deception and coordination are key features, as the appearance of popular support is used to legitimate the organization’s interests, and political campaigns are masked as 
citizen initiatives (Zhang, et al., 2013). If some users are not expressing their own 
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spontaneous opinions, but their participation is paid for and their messages are 
scripted, than the assumed person-to-person messaging in online communities becomes 
organization-to-people messaging resembling targeted advertisements (Sobkowicz and 
Sobkowicz, 2012). 

Along with social bots (Grimme, et al., 2017), extrinsically motivated trolls are non-
genuine users (Paletz, et al., 2019) employed by organizations for the purpose of 
spreading computational propaganda. Collaboration between non-genuine users has 
also been called coordinated inauthentic behavior (Weedon, et al., 2017). Computational propaganda is “the assemblage of social media platforms, autonomous agents and big data tasked with the manipulation of public opinion” [4], and it can be 
employed both locally and abroad. A recent study finds that in 2019 at least 70 countries were targets of social media campaigns using cyber troops to “manufacture 
consensus, automate suppression, and undermine trust in the liberal international order” [5]. Sometimes foreign governments engage in computational propaganda to 
influence election outcomes or policy changes in other countries. Martin, et al.(2020) 
identified 53 foreign influence efforts in the last 10 years, of which 85 percent employed 
human non-genuine actors (trolls), most of them originating from Russia, targeting 20 
countries. 

Van Herpen (2016) describes the effort Russia takes to increase its soft power, by 
employing methods to achieve foreign policy objectives without using force, including 
the employment of inauthentic users. The new model of cross-border Russian propaganda has been called a “firehose of falsehood” [6], perpetrated by bots, bloggers 
and employees of troll farms, that produce Web content with high volume and velocity 
on multiple channels. These pseudo-users send repetitive but sometimes contradictory 
messages, lacking in objectivity and consistency, discrediting official sources without 
much concern for the truth. At home and in neighboring countries, they induce a climate 
of fear that can deter regular posters from expressing their opinion online (Aro, 2016). 

The most famous case of institutionalized Russian propaganda is the Internet Research Agency, the “troll farm” (Chen, 2015) alleged to have attempted to influence the 2016 
U.S. elections (DiResta, et al., 2018). Troll and bot networks have been identified in 
Russia and its neighboring countries (Mihaylov, et al., 2018; Stukal, et al., 2017; 
Zelenkauskaite and Niezgoda, 2017). The European Parliament warns about foreign 
influence operations criticizing democratic institutions, human rights, or freedom of 
movement, and promoting populist parties (Bentzen, 2018), and anti-EU and anti-NATO 
master narratives abound in Russian state sponsored propaganda efforts in central and eastern Europe (Sultănescu, 2019). Facebook recently removed non-genuine pro-
Russian accounts from Romania (Gleicher, 2019), and some IRA Twitter accounts were 
also posting in the Romanian language (Dawson and Innes, 2019). In this paper, we use the term “trolls” to refer strictly to suspected non-genuine users 
associated with political astroturfing, particularly with spreading Russian propaganda 
on online newspaper forums. 

We choose to analyze online newspaper comments on discussion boards (forums) 
rather than social media posts for several reasons. Interaction on these forums 
resemble more closely the two-step flow of communication model (Lazarsfeld, et al., 
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1948), since comments are reactions to articles posted in the media rather than 
standalone posts on blogs or social media. Discussion boards are prone to trolling as 
they are more often anonymous, and access is not restricted to friends or followers. 
Discussion boards of mainstream newspapers are not ideologically homogenous places, 
and many discussions are highly emotional inter-faction disagreements (Sobkowicz and 
Sobkowicz, 2012). Exposure to discussion board comments can be high in some 
countries: a survey shows that 37 percent of likely voters in presidential elections in 
Romania say they read comments at the end of online newspapers at least once a week 
(Sultanescu, et al., 2019). Data from newspaper discussion boards are publicly 
accessible, and all comments can be made available through Web scraping (Munzert, et 

al., 2015), unlike in some social networks (e.g., Facebook). 

Detecting online propaganda 

Manually identifying deviations from civil online debates, such as hate speech, trolling 
or propaganda is not scalable in the online environment. Machine learning can be a 
solution to this problem, but it requires an initial labeled set, and there is no standard 
way to obtain one. Several methods were used in previous research: researcher labeling, 

institutional labeling and user labeling. Each of them is briefly described below. 

Content analysis traditionally requires that messages are coded directly 
by researchers employing a coding scheme (Grimmer and Stewart, 2013). Labeling a 
message as propaganda assumes a high level of expertise from the coders, and 
consensus is difficult to reach. Researcher labeling is more often applied to other forms 
of trolling, for example, when building an incivility and intolerance scale (Álvarez-
Benjumea and Winter, 2018) or labeling sexist and racist discourse (Badjatiya, et al., 
2017). These cases are more suited to dictionary-based approaches. Russian bots on 
Twitter have been identified through a supervised machine learning algorithm 
(Sanovich, et al., 2018; Stukal, et al., 2017) that selects all articles with political 
keywords and uses a large number of human coders that manually classify users as “bots” or “humans” based on a series of guidelines. 
To reduce temporal and monetary costs, pre-existing labels can be used, when 
available. Institutional labeling occurs when official sources, such as the owners of 
certain online platforms, publish lists of accounts suspected of engaging in spreading 
propaganda. There is limited transparency regarding the classification process for 
labels obtained this way, and data are static: rarely updated after release, only covering 
a particular time period. Institutional labeling was used to identify Russian trolls by 
training machine learning models on posts made by accounts closed by Twitter or 
Reddit as belonging to the Internet Research Agency (Crothers, et al., 2019; Im, et al., 
2019). 

Finally, there is user labeling. Labels produced by users of a public discussion forum can 
be repurposed for training models. In some cases, there are formalized ways in which 
users label comments (downvoting, flagging for inappropriate content). A study about 
the automated detection of hate speech (Cheng, et al., 2017) relied on formal flagging 
(downvoting) to label norm breaking users. On most platforms, there is, however, no “flag for propaganda” button, since it is more unstable than hate speech, and it is harder 
to establish objective characteristics. 



Informal flagging occurs when a user accuses another user of being a non-genuine actor. 
Employing these informal flags as labels requires an initial step of identifying informal flags (such as “You sound like a Russian troll”) through a set of keywords, and then 
labeling the messages that the flags are replying to as perceived propaganda. To our 
knowledge, there are only two instances where informal flagging for propaganda (i.e., 
calling out trolls) was analyzed. In a study on Russian trolls in Lithuania 
(Zelenkauskaite and Niezgoda 2017), classification was done manually. In another 
study, informal flags were used to identify perceived propaganda in the Bulgarian public 
sphere (Mihaylov, et al., 2018). The authors used a one-step approach, searching for the word “troll” within comments and manually coding the informal flags, using regularized 
logistic regression. 

In contrast, we propose a two-step approach, where we first use machine learning to 
identify new, unlabeled flags and then use those flags to identify messages flagged for 
propaganda. Compared to other labeling methods, user labels are a dynamic dataset, in 
the sense that users create new labels in real time, without researcher intervention. 
This can be an advantage for propaganda detection. It is important to know whether it 
is necessary to incorporate new labels into the dataset or if it is enough to train the 
classification model on old labels. Given the volatile nature of propaganda, with shifting 
topics and tactics (Paul and Matthews, 2016), we expect that periodically re-training the 
dataset would bring improvements in prediction accuracy. To our knowledge, no other 
study has used this strategy until now. 

  

 

Data and methods 

The data for this study are extracted from one of the largest online quality newspapers 
in Romania, www.hotnews.ro. The site had over 250,000 unique visitors per day in 
2019 [7]. Their distinctive features are a strong pro-NATO and pro-EU orientation and 
the promotion of liberal democratic and free market values (Punti-Brun and Lozano, 
2017). The comments section requires registration, but pseudonyms can be used, 
offering a degree of anonymity that may encourage trolling behavior. Moderation is 
mostly left to the users, who can police the forums by downvoting or upvoting other 
comments. Comments with a negative net rating (upvotes minus downvotes) are 
automatically hidden, but they can be revealed with a click. Sometimes, users will reply to other users’ posts, accusing them of being trolls, shills, 
sock puppets or spreading propaganda for monetary gains. These replies represent 
informal flags. In many cases, the accusations are explicitly about Russian 
propaganda. Figure 1 offers a graphical representation of the social network of 
comments and replies to comments from two articles. Figure 2 provides a few examples 
of comments flagged as Russian propaganda. 
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Figure 1: Social network of users’ comments and replies under two online newspaper 

articles. Flaggers accuse trolls of spreading Russian propaganda. Area of circle is 

proportional to the overall number of comments posted by each user. 

  

  

  



  

Figure 2: Examples of comments that were informally flagged as Russian propaganda on 

hotnews.ro (user rating of comment in parentheses). Translated from Romanian. 

  

  

We collected the data through Web scraping. Each comment to each article from the 
first 10 months of 2017 was extracted along with relevant metadata: author name, date 
and time of posting, position of comment, rating of comment, article title, date and 
category. 

We filtered the scraped comments using a set of 1,232 initial keywords in order to find 
informal flags. The keywords are broader than those used in previous research 
(Mihaylov, et al., 2018), and contain all references to Russia, Putin, Kremlin or trolling in 
all possible declinations and conjugations (Appendix 2 shows the dictionary used to 
obtain the keywords). Two coders examined each comment from January–March 2017 that contained any keyword, and manually labeled it as “flag”, if it was a reply accusing a poster of being a Russian troll, or “non-flag” otherwise. 
In previous studies detecting computational propaganda, models were trained only on 
manually classified labels, and tested on a dataset from the same period. However, text 
content of propaganda and user reactions to propaganda could gradually change over 
time, thus the link between label Y and predictor set X may also shift. The inconsistency 
between present and past conditional distribution of Y given X is known in machine 
learning literature as concept drift (Tsymbal, 2004). Adaptive learning refers to “updating predictive models online during their operation to react to concept drifts” [8]. 

We contrast the one-step approach, in which we only use the initial manual labels, with 
the two-step approach, in which we first try to identify new informal flags from the 
future period, and then we use those as labels (with or without the initial flags). The 
goal is to check for concept drift: whether the prediction accuracy decreases unless the 
new labels are used. Both approaches are schematically presented in Figure 3. 
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Figure 3: Flowchart of one-step and two-step classification of perceived Russian trolls on 

online newspaper forums. 

  

  

In the one-step approach (Figure 3, bottom-left side), we label the comments that were 
informally flagged using only the initial flags obtained through manual classification. We 
train supervised machine learning (ML) models with five-fold cross-validation on data 
from January–March 2017 and select the one that has the best accuracy. We then use 
this model (M1_initial) to predict on a test set of later comments (April–October 2017) 
and calculate prediction diagnostics. 

In the two-step approach (Figure 3, right side), we first use supervised machine 
learning to identify new flags (ML step 1) from the second period (April–October 2017). 
Then, we use these additional labels to predict whether a comment is flagged as Russian 
propaganda (ML step 2) in the same type of models and on the same test set used in the 
one-step approach. The advantage of the two-step approach is that it offers updated 
labels. 
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The first ML task in the two-step approach is identifying an informal flag. We trained the 
models on the labeled set of replies to comments from January to March 2017 that we 
manually classified as informal flags. We used a training set containing 70 percent of 
flags where we experimented with different values for hyper-parameters. Because of 
imbalanced classes, the training set oversamples flags. We checked the prediction 
diagnostics on the test set containing 30 percent of cases. We then predict new flags on 
a non-labeled set of comments made in a later period, from April to October 2017, and 
manually check if positive predictions are indeed flags, removing the others. 

The second ML task in the two-step approach is identifying perceived Russian 

propaganda. The models are trained on messages that have at least one informal flag. 
We use a training set of additional flags from April–October 2017 (M2_additional) and 
another training set of both initial manually labeled flags and additional flags from 
January–October (M2_both). We check prediction diagnostics on the same test set of 
comments from April–October 2017 used in the one-step approach. If the two-step 
method is an improvement, prediction diagnostics for the model trained on more recent 
labels should be improved compared to the model trained on the initial labels. If the 
one-step and two-step methods provide similar results, there is no evidence for concept 
drift and re-training is not necessary. 

In all the models, we randomly extracted comments from trusted users (at least 100 posts, were never flagged) and gave them the “not flagged” label. For each “flagged” case we had as labels, we extracted three “not flagged” cases. The choice of three was not 
random, since about one in four comments are posted by an informally flagged user. 

Informal flagging is a reaction to another comment, where the flagger may be triggered 
by specific words or phrases in that comment, which is why we use the word content as 
textual features. We used a bag-of-words approach, a common practice in 
computational text analysis (Grimmer and Stewart, 2013). For each comment, we count 
the number of times each word (token) appears (0 if not at all). A document-term 
frequency matrix (comments in rows, words in columns, counts in cells) contains all the 
textual features. All words were set to lowercase and stemmed to reduce the sparsity 
(number of zeroes) of the matrix. Term frequency–inverse document frequency (tf–idf) 
weighting was applied. We also included textual features such as punctuation, number 
of links, hashtags, numbers or years posted, and percentage of words written in capital 
letters. 

As additional features, we used metadata referring to the time the comment was posted, 
the popularity of the comment and the position of the comment within the thread 
(see Appendix 2for descriptives). We tested three configurations of features: textual 
features only (the document-term matrix), metadata only and mixed (textual features 
plus metadata). This was done to check if the content or other characteristics of the 
comment drive the prediction, and whether it is best to include both. 

We chose regularized regression (with elastic net) and random forests as classifiers. 
These methods are commonly used in text classification (Gentzkow, et al., 2019). The 
dataset contains many features, but relatively few labeled cases, which can lead to 
overfitting. Our chosen methods have feature selection built-in to avoid this 
situation [9]. 
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Each method has advantages and disadvantages. Logistic regression converges faster 
but assumes linear relationships. We used it as a baseline model. Random forests are 
non-parametric and more computationally intensive but allow for complex interactions 
and nonlinear relationships. To avoid overfitting, we used multiple five-fold cross-
validation (three times) and tuned the models with different hyperparameters and 
feature sets [10]. Then, we calculated precision, recall and F1 score to compare models 
in the test set [11], because they are more suitable for unbalanced datasets. We were 
particularly interested in how well the metadata affects prediction compared to the 
textual features. 

  

 

Results 

All 209,742 comments belonging to 22,349 articles posted between January and 
October 2017 on www.hotnews.ro were scraped from the site, along with metadata 
attached to each comment. Between January and March, we selected 2,118 comments 
that contained the keywords from Appendix 1. These comments were manually classified in two categories: “informal flags” and “not flags” by two raters, with 82 
percent agreement. The cases where there was disagreement between raters were not 
included in the classification. In the end, 354 comments classified by both raters as flags were labelled as “informal flags” and 1,398 as “not informal flags”. 
In the next part, we present the classification diagnostics used to predict informal flags 
in the first step of the classification, also looking at variable importance partial 
dependence plots related to the flag-prediction model. We show some descriptive 
statistics regarding the prevalence of messages belonging to informally flagged users. 
Then we present the classification diagnostics used to predict flagged messages in the 
second step of the classification. We compare the one-step and two-step prediction 
diagnostics to answer our research question about concept drift. We compare metadata-
only and textual features only diagnostics to answer our research question about 
feature importance in models predicting flagged comments. Finally, we look at feature 
importance and partial dependence plots to see how the most important features are 
related to predicting whether a message is flagged for propaganda or not. 

Step 1: Identifying flags 

We used the informal flags as labels in the first step of the supervised machine learning 
models, predicting whether a message is a flag or not. The classification diagnostics 
in Table 1show that overall, random forests perform similarly to regularized 
regressions (maximum F1 score is 0.54). 

Comparing metadata and textual features 

Regarding the feature sets tested, using only the word content of messages shows an 
increased precision (0.50 vs 0.42) and recall (0.47 vs 0.28) compared to using only 
metadata in the random forest models. It seems that textual features are more useful for 
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prediction, as flags can more easily be identified using a common set of keywords. 
Combining both metadata and word content shows a slight increase in precision for 
random forests (from 0.50 to 0.58), but not for regularized regression. 

  

Table 1: Classification diagnostics for predicting flags in 

step 1, by method and feature set (rows). 

  
Random forests 

Regularized 

regression 

Precision Recall F1 Precision Recall F1 

Textual 

features 
0.50 0.47 0.48 0.58 0.51 0.54 

Metadata 0.42 0.28 0.33 0.33 0.67 0.44 

Mixed 0.58 0.47 0.52 0.47 0.60 0.53 

  

To find the most relevant features retained by the classification, we calculate variable 
importance scores and create partial dependence plots on the random forests model 
with mixed features. 

Figure 4 shows predicted probabilities of a message being a flag depending on the 
comment rating and number of words in the comment in the metadata only model, all 
else set to average. These features are the most influential in separating flags from non-
flags. Comments with fewer words (less than 50) and positively rated have a higher 
probability of being predicted as flags. 

  

https://firstmonday.org/ojs/index.php/fm/article/download/10604/9724?inline=1#fig4


  

Figure 4: Heatmap of predicted probabilities of a post being classified as an informal flag. 

  

  

Variable importance plots (Biau and Scornet, 2015) applied to the textual feature only 
model classify all features in terms of relative predictive power [12]. The predictor with 
the highest importance is set at 100, and all others are proportionally scaled in 
comparison to the highest. Appendix 3 (left) contains the top 50 features. The words that are most distinctive of informal flags are, unsurprisingly “esti” (“you are”), “rus” (Russian), and “postac” (“paid poster/troll”). Most of the other highly predictive textual 
features refer to Russia, Putin or Russian themed words (e.g., “rubles”, “Soviet”, “USSR”), along with “Trump” and “platit” (paid). 
Finding new informal flags 

To obtain new labels, we predicted whether a post is an informal flag, using an 
ensemble of the top three most predictive models on an unlabeled dataset from a 
different period. Cases predicted as flags by at least two of the three models were 
investigated. From the 4,100 posts in the period April to October 2017 that contain the 

https://firstmonday.org/ojs/index.php/fm/article/download/10604/9724?inline=1#12
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initial keywords, 767 were classified as informal flags by the prediction model. Since the 
expected precision of the model is not very high, we manually inspected each of them. 
Two coders manually classified the predicted flags (85 percent in agreement) and found 
that 55 percent were indeed informal flags, close to the expected precision level of 0.58. 
This is much higher than the initial detection rate of 20 percent. A total of 425 
additional flags were thus recorded for the second period. 

Descriptive statistics for flagged users 

Flagged users are among the most active on the forum, with an average of 1.1 
comments/day, compared to 0.06 comments/day for non-flagged users (see Table 2). In 
total, 215 users (three percent of active users) were flagged at least once as trolls; in 
total, these users posted 35 percent of all comments on the forum. 78 users were 
flagged at least twice as trolls; in total, they posted 21 percent of all comments on the 
forum. 21 out of these 78 users were not labeled as trolls in the initial period (January–
March 2017), showing that the pool of potential non-genuine users is increasing over 
time. 

  

Table 2: Classification diagnostics for predicting 

flags in step 1, by method and feature set (rows). 

  

Number of 

users 

Comments of 

users 

Comments 

per day 

n percent n percent mean 

never 

flagged 
7101 0.971 135825 0.648 0.064 

flagged 

once or 

more 

215 0.029 73917 0.352 1.150 

flagged 

twice 

or 

more 

78 0.011 44773 0.213 1.910 

  

Step 2: Identifying perceived propaganda We labelled all “informally flagged” messages as perceived propaganda. Then we 
randomly selected control cases from users that were never flagged and posted at least 
100 comments to label as non-propaganda. For every flagged message, we selected 
three non-flagged messages. After labeling the cases, we ran machine learning models 
predicting whether a message was flagged as propaganda or not. 

https://firstmonday.org/ojs/index.php/fm/article/download/10604/9724?inline=1#tab2


Three different models were tested. Model M1_initial is trained on the initial flags 
(January–March 2017). This is the one-step approach. The other models represent the 
two-step approach. Model M2_additional is trained on the additional flags from the later 
period (April–October 2017), obtained through the algorithm described in step 1 
(detecting more flags); Model M2_both uses both initial and additional flags. All models 
are tested on the later period. 

Comparing performance of the two-step model to the one-step model 

When using metadata in the feature set, the one-step and two-step models perform 
similarly (0.81–0.86 F1 score). This happens even though the one-step model 
(M1_initial) is trained on January to March data only while the two-step models 
(M2_additional and M2_both) are updated with more recent labels (April to October, 
same period as the comments in the test set). Precision and recall do not drop if the 
model is not re-trained for the mixed model. For the textual-features-only model, the F1 
score increases from 0.32 to 0.42 in the random forests model that only uses the 
additional labels (M2_additional). Therefore, there is a hint of a concept drift in what 
words are associated with Russian propaganda over time, though adaptive training 
does not improve overall prediction when using full feature set. 

  

Table 3: Classification diagnostics (F1-score) for models 

predicting messages flagged as Russian propaganda on 

test set from April–October 2017. 

  

M1_initial 

Trained on 

initial 

flags (Jan–
Mar 2017) 

M2_additional 

Trained on 

additional flags 

(Apr–Oct 

2017) 

M2_both 

Trained on 

initial+additional 

flags (Jan–Oct 

2017) 

F1 score F1 score F1 score 

Regularized 

regression: 
  

Textual 

features 
0.28 0.31 0.39 

Metadata 0.84 0.83 0.84 

Mixed 0.81 0.82 0.84 

Random 

forests: 
  

Textual 

features 
0.32 0.42 0.37 

Metadata 0.85 0.85 0.85 

Mixed 0.86 0.85 0.86 



  

Comparing metadata and textual features 

Classification diagnostics in Table 3 show that, regardless of model, metadata are much 
more important than the textual features for predicting messages flagged as 
propaganda. The F1 score in the metadata only model is 0.8–0.9 compared to 0.3–0.4 for 
the textual-feature-only model. Precision is similar to recall. Random forests and 
regularized regression perform similarly for the metadata and mixed models (F1 score 
of over 0.8). 

The most important feature in separating between potential propaganda and other 
messages is the comment rating. Informally flagged messages tend to have more 
negative ratings, and this is visible in the partial dependence plot in Figure 5. Posts with 
negative ratings have a higher chance of being informally flagged as potential 
propaganda. Additionally, flagged messages appear more frequently in threads with a 
higher number of comments. 

  

  

Figure 5: Partial dependence plot relating the comment rating with the probability of 

predicting a message flagged as potential propaganda. 

  

  

Textual features do not appear as important in the classification compared to metadata. 
However, there are some associations: comments that contain more words referring to 
geopolitical entities (Russia, European Union, United States) are more often classified as 
propaganda (See Appendix 3 for the 50 most relevant features). 
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Discussion and conclusion 

There is an increasing interest in studying the behavior of non-genuine actors on the 
Internet. As time passes, more influence campaigns that use social bots or trolls are 
uncovered (Bradshaw and Howard, 2019; Martin, et al., 2020; Woolley and Howard, 
2019), and there are concerns about their effects on eroding democratic values 
(Bentzen, 2018; Paul and Matthews, 2016; Sultănescu, 2019). On online discussion 
boards, users are sanctioning what they perceive to be foreign propaganda, by 
informally flagging comments. Our study revealed that on a popular Romanian online 
newspaper, more than one in five comments posted below an article belongs to a user flagged as a ‘Russian troll’ by other forum users. 
Informal flags are a useful labeling method to detect perceived political astroturfing and 
propaganda on Romanian online discussion boards using supervised machine learning. 
The results of this study are comparable to results from previous research from 
Bulgaria (Mihaylov, et al., 2015; Mihaylov, et al., 2018; Mihaylov and Preslav, 2016), 
with over 80 percent of cases correctly predicted, and a large part of the prediction 
driven by metadata, particularly comment rating. 

We compared a static design (one-step classification) with an adaptive design (two-step 
classification) to check for potential concept drift. Both approaches produce similar 
results, suggesting that the perceived propaganda detection model produces stable 
predictions over time on the news platform. We were expecting that periodically 
updating the labels in the model would improve accuracy, given the unstable nature of 
propaganda, but found weak evidence for that. Adaptive design does not improve 
overall prediction diagnostics in our setup. Concept drift may however occur over 
longer periods than the one tested here (one to seven months later), especially if 
flagging behavior patterns would change. 

In our study, the textual features of the comments were more relevant for predicting 
informal flags (accusations of being Russian trolls), while metadata were more relevant 
for predicting perceived Russian propaganda. The low impact of word content on the 
predictive power of the model shows that prediction is highly driven by the action that 
most often accompanies an informal flag: downvoting. Thus, we could not find evidence 
that flaggers are triggered by specific keywords, and other mechanisms might be at 
play, such as flagging all messages from users previously labeled as trolls, with little 
regard for the content of the current message. Future research should focus on 
identifying factors that influence the informal flagging process. 

The low impact of textual features on prediction raises concerns about external validity. 
If exported to a different forum with different rules, the model might not be able to 
predict with the same level of accuracy. Generalizing the exact model to detect trolling 
on other Web sites, or to other forms of trolling or harassment is not recommended. 
However, the procedure itself (combining metadata and word content in a one-step or 
two-step model) could be replicated, but success is highly dependent on the number 
and validity of informal flags on each Web site and the amount of metadata that can be 



extracted. The model obtained in the first step can be applied to find more flags on other 
Romanian Web sites, since the textual features are driving prediction. 

Externalization of labelling to users reduces costs and speeds up research. Human 
coders have less work to do because flags are easier to identify than trolls. New 
instruments can be created to help moderators identify political astroturfing and 
propaganda in real time. But before developing such a tool, more classification methods 
(including deep learning), different labeling strategies, larger samples and alternative 
feature sets (such as using part of speech tags or word embeddings) need to be 
explored, to further improve the classification diagnostics. 

One of the main drawbacks of using informal flagging as labels is the risk of relying on 
false positives. In the absence of ground truth, we predict only what users think is 
Russian propaganda, and dishonest or uninformed labelers might bias results. The 
algorithm, even with a perfect prediction power cannot be more accurate than the 
human flaggers that labeled it. False flags might either demobilize regular users or 
increase the temptation of trolling. Also, trolls can adapt and find ways to thwart the 
instrument: they can change their posting behavior, or accuse random users of being 
Russian trolls themselves, which would affect the algorithm. We advise using additional 
methods of identifying propaganda if available for triangulation, rather than relying 
purely on user labels.  
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Data availability 

The data was scraped from the archive of the Romanian online newspaper Hotnews, 
Web site: https://www.hotnews.ro/arhiva. The syntax for scraping can be provided by 
the authors by request. The dictionary applied to extract potential informal flags is 
presented in Appendix 1. Appendix 2 contains descriptives for the metadata used. 

  

Software information 

For data collection, we used Python 3.7.0 
(https://www.python.org/downloads/release/python-370/). The BeautifulSoup library 
(Richardson, 2019) was used for Web scraping the comments. The syntax and outputs 
(.html generated from ipynb file) for scraping is presented in Appendix 5. 

For data analysis, we used R version 3.6.1 (https://cran.r-project.org/src/base/R-3/). 
Words were tokenized and stemmed using the package quanteda (Benoit, 2019). For 
the machine learning models, we used the packages caret (Kuhn, et al., 
2019), glmnet (Friedman, et al., 2019; Hastie and Junyang, 2016) 
and randomForest (Liaw and Wiener, 2018). 

The R syntax and outputs for cleaning the data as well as training and testing the one-
step and two-step models can be provided by the authors by request. 

  

Notes 

1. Lists and description of non-genuine users associated with the Russian Internet 
Research Agency can be obtained from the following lists: 
Twitter: https://democrats-intelligence.house.gov/uploadedfiles/exhibit_b.pdf. 
Reddit: https://www.reddit.com/r/announcements/comments/8bb85p/reddits_2017_
transparency_report_and_suspect/. 
Facebook and Instagram: https://democrats-intelligence.house.gov/social-media-
content/social-media-advertisements.htm 
https://about.fb.com/news/2019/10/removing-more-coordinated-inauthentic-
behavior-from-iran-and-russia/. 

2. Habermas, 1989, p. 140. 

3. Fichman and Sanfilippo, 2015, p. 163. 

4. Bolsover and Howard, 2017, p. 273. 

5. Bradshaw and Howard, 2019, p. 1. 

https://www.hotnews.ro/arhiva
https://firstmonday.org/ojs/index.php/fm/article/download/10604/9724?inline=1#app1
https://firstmonday.org/ojs/index.php/fm/article/download/10604/9724?inline=1#app2
https://www.python.org/downloads/release/python-370/
https://firstmonday.org/ojs/index.php/fm/article/download/10604/9724?inline=1#app5
https://cran.r-project.org/src/base/R-3/
https://firstmonday.org/ojs/index.php/fm/article/download/10604/9724?inline=1#1a
https://democrats-intelligence.house.gov/uploadedfiles/exhibit_b.pdf
https://www.reddit.com/r/announcements/comments/8bb85p/reddits_2017_transparency_report_and_suspect/
https://www.reddit.com/r/announcements/comments/8bb85p/reddits_2017_transparency_report_and_suspect/
https://democrats-intelligence.house.gov/social-media-content/social-media-advertisements.htm
https://democrats-intelligence.house.gov/social-media-content/social-media-advertisements.htm
https://about.fb.com/news/2019/10/removing-more-coordinated-inauthentic-behavior-from-iran-and-russia/
https://about.fb.com/news/2019/10/removing-more-coordinated-inauthentic-behavior-from-iran-and-russia/
https://firstmonday.org/ojs/index.php/fm/article/download/10604/9724?inline=1#2a
https://firstmonday.org/ojs/index.php/fm/article/download/10604/9724?inline=1#3a
https://firstmonday.org/ojs/index.php/fm/article/download/10604/9724?inline=1#4a
https://firstmonday.org/ojs/index.php/fm/article/download/10604/9724?inline=1#5a


6. Paul and Matthews, 2016, p. 1. 

7. Traffic statistics for all Romanian Web sites can be inspected at this 
site: https://www.brat.ro/sati/site/hotnews-ro-1/trafic-
total/period_type/day/period_year/2019/period_filter/30days/grafic_type/clients#ch
arts. 

8. Gama, et al., 2014, p. 2. 

9. Regularized logistic regression (Hastie, et al., 2009) penalizes weak coefficients, using 
either the L1 or L2 norm (ratio of L1/L2 penalization is controlled by the 
hyperparameter alpha). We also varied the strength of the penalty as hyperparameter 
lambda. Random forests (Breiman, 2001) refer to a tree-based classifier where random 
subsets of variables are chosen to build a large number of decision trees, and the 
average prediction over all trees is used for the final classification. We varied the 
number of variables randomly sampled at each split (hyperparameter mtry). 

10. Hyperparameter tuning grids. 
1) For regularized logistic regression, we used elastic net, with alpha {0,0.5,1} and 10 
lambda values, from 10–4 to 104. 
2) For random forests, we used number of variables available for splitting at each tree 
node: mtry of 10, 15, 20, 30 and 50. 

11. We used precision, recall and F1 score because they show the performance of 
predicting the positive category (informal flags in the first ML task, messages that were 
informally flagged in the second ML task), and are not artificially inflated by the number 
of true negatives (not flag, not flagged), and can handle unbalanced datasets where the 
negative category has a much larger number of cases than the positive category. 

12. The variable importance is calculated in the following manner, as described in the randomForest package documentation: “For each tree, the prediction error on the out-
of-bag portion of the data is recorded (error rate for classification, MSE for regression). 
Then the same is done after permuting each predictor variable. The difference between 
the two are then averaged over all trees, and normalized by the standard deviation of the differences.” (Liaw and Wiener, 2018, importance). 
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Appendices 

Appendix 1: Dictionary to generate keywords for manual classification of 

informal flags. 

Dictionary object with 4 key entries. — [russia]: 
    — rus, rusia, russia*, rusesc, rusa, rusil, rusie*, ruso*, rusna*, filorus*, prorus* — [ussr]: 
    — urss, soviet*, bolsevi*, bolshevi* — [putin]: 
    — putin — [other]: 
    — rubl*, mujik*, mujic* 
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Appendix 2: Descriptives of metadata collected from each 

comment. 

  n min max median mean std.dev 

Article 

level 
  

number of 

words in 

article 

209742 13 150 97 97.68 11.04 

number of 

views 
209742 125 265251 8235 14987 20303.27 

number of 

comments 
209742 0 460 28 45.35 52.73 

number of 

pictures in 

article 

209742 0 5 0 0.21 0.86 

Comment 

level — 

length 

  

number of 

words in 

comment 

209742 0 525 32 48.1 49.32 

number of 

words 

minus 

average in 

article 

209742 
-

176.71 
471.82 -9.29 -0.01 45.39 

Comment 

level — 

position 

  

comment 

order in 

comment 

list 

(percent) 

209742 0 1 0.44 0.44 0.29 

comment 

order in 

comment 

list 

(number) 

209742 0 200 10 21.03 29.8 



comment 

order in 

thread 

209742 1 148 1 3.3 6.05 

comment 

is reply to 

other 

comment 

209742 0 1 0 0.46 0.5 

number of 

replies the 

comment 

had 

209742 0 10 0 0.61 1.23 

Comment 

level — 

rating 

  

comment 

rating 
209742 -100 100 3 4.79 10.79 

number of 

raters 
209742 0 269 7 11.2 13.05 

Comment 

level — 

time 

posted 

  

day of 

week 

comment 

was posted 

209742 1 7 4 3.96 1.82 

hour 

comment 

was posted 

209742 0 23 15 14.33 5.24 

time spent 

from 

article 

publication 

to 

comment 

209742 0 60 2.53 6.85 10.18 

number of 

comments 

posted in 

the last 

hour by 

same user 

209742 1 23 1 2.15 1.8 

Thread 

level 
  



length of 

thread 
209742 1 148 2 5.59 10.11 

  

  



  

Appendix 3: Variable importance in random forest models (textual features in grey). 



  

  

  

  

Appendix 4: Classification diagnostics for models predicting messages flagged as Russian 

propaganda on test set from April–October 2019, for models trained with different 

methods, feature sets and labels. 
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