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Abstract 

The present paper integrates a broad analysis of European Union policies and 

their synergy with private corporations through a cybersecurity filter. As the 

digital landscape evolved, the EU has implemented a series of regulations and 

directives aimed at sustaining cybersecurity across member states. Various EU 

regulations establish strict requirements for cyber resilience and data protection. 

The analysis explores how these policies affect private corporations, 

emphasizing the impact on operational practices and compliance challenges. 

The paper examines the joint frameworks established between the EU and 

private sector entities, such as information-sharing initiatives and public-private 

partnerships. A bibliometric analysis was conducted to highlight the 

connections between the key terms used in the study. This analysis allows 

understanding of the interferences between the cybersecurity-related EU 

framework and private companies operating in the EU. 
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1. INTRODUCTION 

 

Cybersecurity is paramount for the European Union (EU), having a critical 

impact not only at the geopolitical level but also on economic development 

(European Council 2023). The issue is increasingly more sensitive since all 

aspects of the EU operations and EU citizens' lives rely increasingly more on 

digital technologies, which cyber threats increased (World Economic Forum 

2024). 

Cybersecurity is critical to protect the digital economy, which is a wide part of 

the European economy (UNCDF, 2022). The European economy is deeply 

integrated with digital systems; it becomes dependent on its digital 

infrastructure. Even more, sensitive domains, such as energy, finance, or 

transportation, rely on this digital infrastructure. This phenomenon has brought 

progress and reliability to many associated processes but also made all these 

systems more vulnerable to all sorts of threats. In this framework, the financial 

costs of cybercrime increased, both in terms of direct costs but also in terms of 

reputation and trust in European institutions and policies (Eling et al. 2023, 431). 

There is also a positive aspect of these evolutions. There is increased concern 

and investment in innovation and sustainable development of the digital 

infrastructure, as well as better cooperation and integration in this field across 

the Union. Additionally, EU strategies emphasize education, training, and 

upskilling to face cybersecurity better than ever, especially considering 

increasing and diverse threats. 

In this way, the EU aims to enhance its digital sovereignty, reducing the 

dependence on non-EU technologies, as well as the agenda of big corporations. 

It aims to develop and protect its own infrastructure, and cybersecurity policies 

and measures aim to minimize the risks associated with external providers. In 

this manner, the critical infrastructure could be protected. Not only the critical 
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infrastructure, such as energy grids, are aimed by the EU policies but also other 

sectors, through specific measures (European Parliament 2024). 

Promoting public trust and data protection are other essential facets. Public 

adoption of European digital systems, such as e-government, e-commerce, and 

digital payments, is related to actors' confidence in the cybersecurity of the 

European Union and member states. The strict and early regulations of the EU 

related to personal data protection not only highlight the EU's commitment to 

ensuring cybersecurity but also set European citizens' expectation level for early 

and effective policies in other domains. 

Therefore, cybersecurity is not only a technical aspect but also a fundamental 

strategic element. Protecting digital infrastructure, ensuring economic resilience, 

safeguarding privacy, and strengthening geopolitical stability depend on strong 

and adequate cybersecurity measures and their effective implementation. A 

very important component is the role and interferences related to big 

corporations, which can affect the well-being of the EU and its citizens in many 

ways. With this framework in mind, the present study aims to enhance 

understanding of cybersecurity-related EU vulnerabilities and the associated 

policy and practical frameworks, particularly focusing on the relationship 

between the European Union and corporate entities as pictured by academic 

mainstream research. 

Relevance to the research topic consists of identifying key themes and gaps in 

the main academic literature by a bibliometric analysis, namely a VOSviewer 

analysis. It can reveal key themes within the body of research related to 

European policy, corporate governance, and cybersecurity. This might include 

topics like data privacy, cyber policy, compliance requirements, or cross-border 

security standards. VOSviewer's network analysis contributes to mapping 

interdisciplinary connections in a topic that spans multiple fields (e.g., law, 

corporate governance, cybersecurity, and public policy); it can effectively show 

how these fields interact. For instance, it may reveal connections between 

cybersecurity and corporate policy or map how different EU countries approach 

cyber regulations. Another important benefit of this analysis would be tracking 

policy and technology trends. As cybersecurity policies rapidly evolve, 
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VOSviewer can show how specific keywords or topics have gained traction over 

time. 

The approach consists of a three-step methodology. Firstly, an examination of 

cybersecurity is considered, by analysing the definitions of cybersecurity, as well 

as its historical evolution from basic system protection to comprehensive 

frameworks addressing global and geopolitical cyber threats. Secondly, the 

study explores the EU cybersecurity policies and frameworks, especially 

considering its complex relationships with businesses. The last part includes a 

bibliometric investigation focused on assessing corporate impact and 

engagement associated with the EU policies in the field of cybersecurity: 

The analysis concludes by discussing the opportunities and ongoing challenges 

in aligning EU policies with corporate cybersecurity needs, recommending a 

balanced approach that ensures robust security while helping economic growth 

and innovation. This study underscores the importance of adaptive and 

dynamic policy frameworks in addressing cybersecurity threats' evolving and 

complex nature in the present digital age. 

 

 

2. UNDERSTANDING CYBERSECURITY. A FOCUSED 

LITERATURE REVIEW 

 

To better understand how to face cybersecurity-related vulnerabilities, it is 

important to understand this concept. Table 1 presents part of the cybersecurity 

definitions, selected considering their practical relevance. 

 

Table 1. Cybersecurity definitions 

Cybersecurity 

visions 
Description 

Admass et al. 2024, 

7 

Cybersecurity is the protection of societies, individuals, 

systems, organizations, and technologies from unusual 

activity. Maintaining the integrity, confidentiality, and 

availability of computer resources owned by one 
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organization or connected to another organization's 

network is also part of cybersecurity. 

Cains et al. 2021, 

1650 

The compilation of tools, security concepts, policies, 

security safeguards, risk management approaches, 

guidelines, actions, best practices, training, assurance, 

and technologies that can be used to defend the cyber 

environment and organization with user's assets. 

Organization and user's assets carry connected 

computing devices, infrastructure, personnel, 

applications, telecommunications systems, services, 

and the totality of transmitted and/or stored 

information in the cyber environment. 

Gutzwiller et al. 

2024, 7 

Cybersecurity is the practice of safeguarding networks, 

computing systems, and data from loss of 

confidentiality, availability, or integrity. Cybersecurity 

approaches often ignore the end user, but the field itself 

frequently directly involves human cognition and 

perception. 

Source: Authors' research 

 

In 2013, the EU's cybersecurity approach was formalized in the Cybersecurity 

Strategy - European Commission, High Representative of the European Union 

for Foreign Affairs and Security Policy (EUR-Lex 2023). It aims to ensure a 

resilient and secure digital environment by protecting critical infrastructure and 

enhancing digital sovereignty. It integrates regulatory frameworks, public-

private partnerships, and investments in innovation to counter cyber threats and 

foster global leadership in setting cybersecurity standards. The cybersecurity 

strategy of the European Union is based on an open, safe, and secure cyberspace 

(Farrand and Carrapico 2022, 443). The EU policies for cybersecurity related to 

private companies are the following: NIS Directive (Directive on Security of 

Network and Information Systems), NIS2 Directive, Cybersecurity Act, GDPR 
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(General Data Protection Regulation), Digital Operational Resilience Act 

(DORA) and eIDAS Regulation (Electronic Identification, Authentication, and 

Trust Services). They are complex documents, sometimes balancing 

contradictory interests. For instance, the NIS2 Directive safeguards the digital 

economy while upholding the fundamental rights of citizens. 

Carrapico and Barrinha highlight that nowadays, in terms of the political 

dimension, cybersecurity is among the EU's most important priorities, with 

cybersecurity elements being mainstreamed into other EU policies (European 

Commission 2015). The framework set by the EU, as well as the cooperation 

network designed, determine collaborations that are crucial in growing a 

merged approach to threat response coordination and intelligence. The 

cybersecurity framework in the EU is permanently evolving as policy measures 

ultimately lead to adjustments and changes to the legal landscape and vice 

versa. The outlines of this landscape have also changed due to its flexibility, if 

not ambiguity, inserted in the very term "cybersecurity," which involves both 

advantages and disadvantages. (Fuster and Jasmontaite 2020, 73). 

Cybersecurity evolved over time, as Figure 1 represents a timeline for the past 

80 years splitting into decades for a better cybersecurity historical 

understanding. It can be observed that in the past 24 years, the grown and 

advancements in cybersecurity took place. 

 

Figure 1. The general cybersecurity history timeline 

 
Source: Authors' research based on NIST (National Institute of Standards and 

Technology - US) and McKinsey studies 
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It has evolved from basic measures to protect individual systems to 

sophisticated frameworks and structures targeting global threats. From antivirus 

software and firewalls, we register today a complex security network that 

continues evolving as the cyber risks and attacks grow. All the digital 

advancements, such as cloud computing or artificial intelligence, have brought 

valuable opportunities but also new vulnerabilities. Various types of attacks, 

such as ransomware or phishing campaigns, increased, and they are not 

sponsored anymore by individuals, organizations, and even states (Guiora 2017, 

7). Sometimes, the aims are purely economic, and some other times are political, 

targeting critical EU infrastructure. Therefore, the cybersecurity approach must 

deal not only with technical aspects but also with human and geopolitical 

factors. 

Cybersecurity capacity models allow for the coherent development and 

monitoring of cyber capacities and their maturity across different dimensions of 

interest. Few models have been developed for this purpose and are being 

applied for the moment internationally to observe the capacity building of 

organizations, companies and even entire countries. For instance, the United 

States NIST's cybersecurity framework is a coordinated and open process that 

attempts to improve the country's critical infrastructure cybersecurity. One of 

the most used general cybersecurity capacity models is the Cybersecurity 

Capability Maturity Model (CMM), University of Oxford 2016, developed by the 

Global Cyber Security Capacity Centre (GCSCC). The model wraps 

cybersecurity capacity building comprehensively (CSDP 2017). It considers the 

cybersecurity capacity over five dimensions, as encompassed in Figure 2. 
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Figure 2. Cybersecurity Capability Maturity Model 

 
Source: Authors' representation after GCSCC, University of Oxford 

 

This model, displaying five core components, presents two main traits. We 

observe a holistic integration of policies, culture, regulation, and technology. 

There is also a global collaboration between interconnected frameworks. Also, 

this model allows balancing reventive and reactive measures in case of 

cybersecurity breaches. 

In order to be able to analyse the corporate relations and the public-private 

partnerships, we firstly have to look at EU’s approach towards cybersecurity in 

general, which are its core principles, its strategic documents and the 

competences that the organisation has. 

 

 

3. THE EU'S BROAD FRAMEWORK ON CYBERSECURITY 

 

The EU has been one of the most active organizations in establishing a robust 

cybersecurity framework in response to the increasing digital threats. Also, it is 
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one of the international leaders regarding the regulation of both digital and 

cyberspace, being the promoter of the individual rights that people have online, 

but also the responsibilities that the private companies hold over the data they 

collect, archive, sell, etc. As crucial initiatives and strategies have been 

implemented to enhance the region's security and resilience, it is a considerable 

challenge to discuss in depth all approaches, as well as their evolution in time, 

the present difficulties and future-oriented perspectives. Therefore, we highlight 

five fundamental initiatives that together could describe the European holistic 

approach to cybersecurity: 

The Digital Compass and Connectivity. This initiative was adopted in 2021, 

outlining the EU's ambitions for digital transformation (European Commission 

2021). In 2024, internet connectivity reached around 90% coverage in the context 

where this growth has narrowed the rural-urban digital divide significantly 

since 2007 (Statista 2024). This high level of development opened room for new 

opportunities like instant communication, less time-consuming bureaucracy, 

online education, and banking. However, at the same time, new threats arose 

from cyberspace. 

Cybersecurity policy development: The EU's Strategic Compass for Security 

and Defence (2022), adopted the following year from the previous policies, 

emphasizes the importance of addressing cybersecurity threats as one of the 

most pressing threats to the entire Union. More specifically, the European 

decision-makers have adopted an upgraded EU Policy on Cyber Defence (2022) 

that will emphasize the EU's need to create a resilient framework that will 

mitigate all online threats. Another programmatic document in this regard is 

represented by the NIS 2 Directive (2022), which was introduced to establish a 

high standard level of cybersecurity across member states. This initiative was 

more than required since we cannot realistically believe that we can be part of a 

resilient system without ensuring we have the same cybersecurity standards. 

Additionally, in 2022, the EU adopted the Cyber Resilience Act, within which 

one of the major problems that the EU was confronting is represented by the 

"insufficient understanding and access to information by users, preventing them 

from choosing products with adequate cybersecurity properties or using them in 

a secure manner" (European Commission 2022). 
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Public awareness and education: ENISA (the European Union Agency for 

Cybersecurity) (2024) has been pivotal in raising awareness through campaigns 

for schools, universities, end users, companies, the public sector, etc. One of the 

most visible initiatives in this regard would be the European Cybersecurity 

Month (ECSM), an annual event that is dedicated to specific target groups each 

year and has been organized since 2012. Since then, the number of participating 

states has increased beyond the EU's physical borders (e.g., the Republic of 

Moldova) (ENISA 2021). Also, this event reunites both public and private actors 

since Public-Private partnerships are essential for a credible, resilient society 

(Costea 2023, 115). In terms of quantifiable results, the campaign from 2021 

achieved significant results, reaching an audience of over 20 million people, 

more than double the 8.8 million reached in 2020. Furthermore, over 70% of EU 

Member States believe that these campaigns have positively influenced the 

reduction of cyber incidents (ENISA 2021). 

Educational programs: ENISA is also involved in education programs. Under 

the Digital Education Action Plan (2021-2027) (European Commission 2020), all 

EU member states have been developing initiatives to enhance digital skills and 

competencies, evidenced by the active educational programs in various 

countries (for example, Romania and Croatia that involve the public sector; 

Estonia, Ireland and Finland that established partnerships with universities, or 

France, Malta and Sweden that have developed these types of activities with the 

help of civil society (ENISA 2022, 9-21). All these activities are essential since, 

according to the above-mentioned statistics, the internet coverage is rather high, 

and "in 2022, 96 % of young people in the EU made daily use of the internet, 

compared with 84 % for the whole population" (Eurostat 2023). In terms of 

digital skills, in 2021 "young people between the age of 16 and 29 [are] reporting 

basic or above basic overall digital skills. Country shares range from 93 % in 

Finland, 92 % in Malta, 89 % in Croatia and 87 % in Greece and the Netherlands 

to 49 % and 46 % in Bulgaria and Romania" (Eurostat 2023). 

Regulatory measures: There are numerous European regulations addressing in 

practical terms this topic. As already mentioned, the GDPR has set a precedent 

in data protection at the international level, empowering individuals with rights 

over their personal data and contributing to the EU's reputation as a normative 
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power in cybersecurity. Through it, the persons from the EU territory have the 

right to know how private companies use their data, and can demand their data 

erased, facts that are unique at the international level (Regulation (EU) 

2016/679). Other good practice examples are the NIS Directive (2016), the EU's 

first comprehensive cybersecurity law, requiring member states to improve 

national cybersecurity capabilities and ensure the security of essential services, 

and the NIS2 Directive (2022), which extended the former's application. Another 

critical measure is the Cybersecurity Act (2019), which, among other aspects, 

introduced an EU certification framework for ICT products and services to meet 

high cybersecurity standards. 

Thus, the EU's approach to cybersecurity is a perfect example of a collaborative 

strategy that involves both member states and candidate countries, private and 

public authorities, to create a unified strategy in an interconnected cyberspace. 

The European cybersecurity strategy operates within a dynamic framework 

designed to address the complexities of a rapidly evolving digital landscape as 

well as harmonizing cybersecurity standards with the EU at every level – state, 

organizational and citizen levels. Still, digital literacy and ensuring uniform 

implementation of the regulations and policies in each member state remain 

significant challenges (Marin and Castaneda 2023, 1091). Also, as evidence is 

showing, the EU member states are rather far from having the same private-

public partnerships development level, fact that can affect the resilience of the 

entire organization (Costea 2023, 120). 

 

 

4. CYBERSECURITY APPROACH FOR EU'S RELATIONSHIP 

WITH COMPANIES 

 

When considering a cybersecurity framework for the EU's relationship with 

companies, several key aspects should be considered: the regulatory standards 

imposed by the EU to all actors operating in the EU, which are higher than in 

other political and economic spaces (European Commission 2024), incident 

reporting and accountability, public-private partnerships, upgrading 

cybersecurity skills, cyber risk management. Overall, the EU's regulatory 
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framework and implemented measures ensure not only the European market's 

integrity but also increase its global competitiveness. 

All measures presented above also significantly influence the activity of the 

companies operating in the EU, which have to comply and even notify relevant 

national authorities if an incident occurs (see NIS2, for instance – European 

Commission 2023). Some specific directives focus on strategic sectors. For 

example, the Digital Operational Resilience Act focuses on the financial sector 

and supports its actors to face and recover from cyberattacks (EUR-Lex, 2022). 

Special attention is given by the EU to online services, aiming to protect not only 

these platforms, but primarily citizens from all sorts of fraud and cyberattacks. 

The main approaches are regulated through the Digital Services Act (European 

Commission 2024) and Digital Markets Act (European Commission 2023). This 

last initiative sets the criteria for corporations to become "gatekeepers" – 

influential digital business platforms being subject to stricter rules to ensure fair 

competition (European Commission 2020). For instance, Alphabet, Amazon, 

Apple, Meta, Booking, Byte Dance, and Microsoft are gatekeepers under EU 

regulations (European Commission 2024). Another initiative aiming to regulate 

the services sector is the Electronic Identification, Authentication, and Trust 

Services Regulation (eIDAS) (European Commission 2024) which is meant to 

ensure secure digital interactions. 

This regulatory framework, especially the NIS2 Directive, also sets requirements 

for companies to report cybersecurity incidents (Bruder at al. 2024, 3). By 

encouraging sensitive issues disclosure, the EU contributes to improving not 

only the awareness and the protection against threats but also fosters a culture 

of transparency and accountability. Still, a weakness of this system relies on the 

desire of companies not to report such issues in order not to face trust decline 

and challenges. 

The EU does not stop in imposing specific standards and approaches but also 

offers help to businesses. For instance, the EU cooperated with companies to 

increase their security and resilience, including SMEs or along the supply chain 

(European Council 2024). As mentioned, the EU policies also contribute to 

workforce-related skills development, as in the Digital Education Action Plan 

(European Commission 2020). 
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Last, but not least, the EU regulates and/or works directly with the activity of 

giant corporations, such as Meta or Apple, to ensure the (cyber)security of the 

EU systems, states, and citizens. Some corporations align voluntarily with 

various regulations, some others negotiate or resist. For instance, Meta and 

Apple did not sign the EU Pact for AI, while more than 100 important 

companies signed the document (Morucci 2024, 2). 

Many digital giants, in their desire to maximize their already huge profits, pose 

different types of security threats at the country level. Therefore, various states 

and supra-statal structures, such as the US or the EU, impose bans and 

additional regulations designed especially for these companies. For instance, 

considering their security threats, TikTok or X (former Tweeter) faces all sorts of 

restrictions in the EU, US, or other countries (da Silva and Buschschluter 2024; 

Berico and Wells 2024; Jamali 2024). Misinformation is a significant motive but 

not the only one related to these initiatives (Schulten 2023, 3). Extremism and 

terrorist concerns determine states and the EU to impose some limits on these 

companies (Kroet 2024, 3) and to fine organizations or even sanction individuals 

(as in the case of Telegram's owner – see Tidy 2024, Davies 2024). Voices are 

challenging these approaches, fearing an attack on free speech and business 

freedom (Jamali 2024, 4). Another issue of concern is the development of 

controlled markets, and the EU is enforcing antitrust rules against such 

companies (European Commission 2024). Another sensitive issue that tightened 

the relationships between the giant digital companies and the EU is related to 

protecting its citizens (for instance, Meta and X have been charged with 

misleading their customers under the European regulation – see – Ravia and 

Hammer 2024). Privacy concerns have also been grounds for specific regulation 

aiming the digital giants (Paul 2023, 2). 

 

 

5. BIBLIOMETRIC ANALYSIS. METHODOLOGY 

 

For a deeper understanding of the existing patterns of research and themes of 

interest in the area of EU cybersecurity policies in the context of corporate 

business, a bibliometric analysis using VOSviewer has been employed. Firstly, 
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the most relevant papers on the subject have been searched in two reputable 

databases, Scopus and Web of Science using similar search terms. 

In the context of research on European policies, corporate relationships, and 

cybersecurity, VOSviewer can help identify trends, patterns, and relationships 

within a large body of academic literature or other documented data sources. 

The methodology involves data collection, bibliometric mapping, and network 

visualization. 

 

Scopus: (ALL (“European Union") AND ALL (cybersecurity) AND ALL 

(legislation) AND ALL (business)) – which yielded 643 results. 

Wos: "European Union" (All Fields) and cybersecurity (All Fields) and 

legislation (All Fields) and business (All Fields) – which yielded 6 results. 

 

The two resulting datasets have been imported into Zotero reference 

management software, merged, deduplicated, and reviewed for thematic 

accuracy. After these actions, 639 documents were employed in the VOSviewer 

analysis. 

In VOSviewer, a map based on bibliographic data has been created to be 

subjected to a keyword co-occurrence analysis. A thesaurus file has been utilized 

to reduce redundancy. The merged keywords can be seen in Table 2. 

 

Table 2. Replaced keywords from the bibliometric analysis 

Label Replace by 

cyber security cybersecurity 

security cybersecurity 

general data protection regulations GDPR 

law laws and legislation 

ai artificial intelligence 

crime cybercrime 

privacy data privacy 
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The minimum number of occurrences has been set to 10 for higher accuracy. 

Two generic keywords, "current" and "human," have been further eliminated 

from the analysis. Finally, the bibliometric analysis resulted in 21 items divided 

into three clusters, further analysed in this paper's next section. 

 

 

6. FINDINGS AND DISCUSSION 

 

The resulting figure (Figure 3) shows the network the analysed co-occurring 

keywords created. The total number of links between these 21 terms is 134, 

representing a quite high level of interconnectedness between the terms. They 

have a link strength of 584, which is significant considering the network size of 

21, meaning that there is solid research connecting various thematic aspects of 

this research area, and these connections are consistent across the current 

literature. It can be observed that the terms are highly interconnected across 

clusters, meaning that the research in this area is multidisciplinary and focuses 

on a broader conceptual picture. 

Analysing research results for the used keywords reveals several core clusters of 

academic interest and interconnections between topics. Typically, VOSviewer 

visualizes such research landscapes by forming clusters based on co-occurrence 

and citation patterns, allowing us to identify which fields are most closely 

connected. For instance, "cybersecurity," "network security," and "cybercrime" 

are likely to form a dense cluster, reflecting a well-developed body of research 

focused on protecting digital infrastructures and combatting cyber threats. This 

cluster is highly relevant in discussions of "national security," as the need for 

countries to safeguard critical infrastructure from cyber threats has fuelled 

research on integrating cybersecurity into broader national defence strategies. 

The keyword "GDPR" often links closely with "data privacy" and "European 

Union," forming another distinct but interrelated cluster. Research in this area 

explores compliance frameworks, privacy-enhancing technologies, and the 

regulatory impact of GDPR on data management practices. With the European 

Union setting a global standard for data protection, studies often examine the 

role of GDPR in shaping data governance across different industries. 
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Furthermore, this cluster frequently overlaps with "AI" and "big data," as the rise 

of these technologies has introduced new challenges in handling personal data, 

prompting research on ethical and legal frameworks to guide their responsible 

use. 

"Blockchain" often appears in discussions related to "AI," "big data," and "risk 

management," although it is somewhat less integrated with traditional security 

topics like network security or cybercrime. Research in this area focuses on 

blockchain's potential for enhancing transparency, integrity, and trust, 

particularly in sectors like finance and supply chain management, where risk 

management is a priority. Studies also address how blockchain could reinforce 

data privacy through decentralized frameworks (Wylde et al. 2022, 127), 

presenting an alternative to traditional centralized data storage approaches, 

which often face vulnerabilities. Overall, the VOSviewer analysis highlights the 

multidisciplinary nature of these topics, showing how research in digital 

security, regulation, and emerging technologies converges to address complex 

issues in a highly interconnected digital environment. 

 

Figure 3. Outcome after keywords searching and cumulated analysis 

 
Source: VOSviewer 
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Table 3 shows how the keywords are divided into clusters. At first glance, the 

first cluster seems to focus on cybersecurity policies and regulations, specific 

aspects, and needed infrastructure. The green cluster focuses on compliance and 

legislation around GDPR, data protection, and privacy, and the blue cluster 

focuses on the digital aspect, domains, and business applicability of 

cybersecurity policies and legislation. 

 

Table 3. VOSviewer clusters 

Red Cluster Green Cluster Blue Cluster 

critical infrastructures compliance artificial intelligence 

cybercrime data privacy big data 

cybersecurity data protection blockchain 

information security European Union commerce 

internet GDPR internet of things 

national security laws and legislation 
 

network security 
  

policy 
  

regulation 
  

risk management 
  

 

The red cluster is the biggest, with the highest number of highly interconnected 

keywords. It focuses on cybersecurity concerns at various levels. This cluster 

centres around the "cybersecurity term," highlighting the increasing worries 

about cybercrime in the current internet era. It can be said that today, people 

and businesses have a double existence, one in the physical world and one in the 

digital world. Just as in the physical world, specific threats to the integrity of 

businesses and individuals may also arise in the virtual world of the digital 

realm. This is why it needs to be subject to similar (but adapted to its specifics) 

policies, laws, and regulations. The presence in this cluster of terms such as 

"policy," "regulation," and "risk management" indicates a preoccupation in this 

direction - to create a suitable governance structure in the cybersecurity area. 

They suggest a focus on developing frameworks, laws, and strategies to manage 
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and mitigate cyber risks at organizational and national levels. The presence of 

"national security" terms is worth noting, which signifies that cybersecurity is 

now an essential component of overall national defence. The "critical 

infrastructure" term might signify both the infrastructure critical to businesses 

and nations that is essential to be secure from a cybernetic point of view as well 

as from a physical point of view. However, it may also point to critical 

infrastructures to enable consistent cybersecurity. In the same context, 

"information security" and "network security" terms represent the technical 

aspects of protecting data and systems, pointing towards the emphasis put on 

improving the technical capabilities for safeguarding digital assets. 

The green cluster is deeply related to EU laws and legislation around data 

protection. It focuses on compliance with GDPR (General Data Protection 

Regulation) and adherence to global data protection standards. "Data privacy" 

and "data protection" are important keywords, highlighting the persistent 

interest in protecting personal information in the current digital age. GDPR is an 

important aspect for every business, especially for those with intense digital 

activity with cross-border operations. To comply with legal standards, 

companies across domains and countries must establish strong cybersecurity 

systems that protect data from being stolen, inappropriately shared, or used for 

unethical reasons. 

Finally, the blue cluster concentrates on emerging technologies and the digital 

economy. The "artificial intelligence," "big data," "blockchain," and "internet of 

things" terms in this cluster may refer to different evolving business areas in the 

digital economy that would be potentially subject to cyber threats, so suitable 

security systems need to be developed for them, which is a strong branch of 

research, of big interest for both academia and corporate actors. On the other 

hand, the presence of these keywords may indicate exploration of these cutting-

edge technologies as important component parts or enablers of cybersecurity 

systems. The "commerce" term presence in this cluster suggests a focus on 

regulating and ensuring security for ongoing (and constantly evolving) business 

activity across the European Union and beyond. As commerce is now 

happening in a high proportion online, it is of significant interest for companies 

to have strong securing systems in place, from data protection to payment 
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protection, logistics, and delivery records, as well as financial documents that 

are all traced digitally, especially for large companies/corporations. 

 

 

7. CONCLUSIONS 

 

Integral to the EU's cybersecurity strategy, private corporations face major 

obligations to ensure the protection of critical infrastructure and personal data. 

The study highlights the binary role of these entities as both targets of cyber 

threats and as pivotal players in safeguarding digital ecosystems. The paper 

identifies the key areas where EU policies intersect with corporate cybersecurity 

strategies, including incident reporting, risk management, and adopting 

cybersecurity standards. Apart from these large provisions, there are all kinds of 

decisions and more blunt interactions with companies through which certain 

operations are limited to them, considering the security of citizens and the states 

of the EU. 

The Union's approach to cybersecurity is a comprehensive, dynamic framework 

that aligns with both economic growth and innovation while addressing the 

increasingly sophisticated cyber threats. Through a mix of regulatory measures, 

policy development, and public-private collaboration, the EU aims to create a 

secure digital environment that enables innovation and fosters economic 

prosperity. However, balancing the regulatory requirements for cybersecurity 

with the need to promote growth and innovation in the corporate sector 

presents several challenges and opportunities. 

Harmonized cybersecurity standards across the EU benefit businesses by 

fostering a uniform operative level, increasing consumer confidence, and 

enabling cross-border operations without excessive regulatory burdens. This can 

lead to more competitive digital industries within the EU and globally. By 

setting high standards for data protection, the EU creates a safer environment 

for businesses to operate, increasing consumer trust and driving innovation in 

privacy-preserving technologies. The GDPR is seen as a global benchmark, 

helping EU companies maintain a competitive edge in international markets. 

GDPR compliance can significantly burden businesses, particularly regarding 
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the resources required for legal counsel, audits, and data protection measures. 

Additionally, as digital technologies advance, so do cybercriminals' tactics, 

requiring continuous adaptation of security practices to protect personal data. 

Similar challenges and opportunities might arise from other regulations of the 

EU. 

Balancing economic growth with (cyber)security is challenging. To encourage 

businesses to invest in cybersecurity, the EU could offer financial incentives 

such as tax breaks or subsidies for companies adopting best cybersecurity 

practices or undergoing third-party security audits. This would help offset 

compliance costs and make it easier for businesses to align with EU 

cybersecurity standards. Also, enlarging educational efforts might bring long-

term benefits on various levels. 
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