CONTENTS

List of illustrations
About the Contributors
Acknowledgments

INTRODUCTION
Rubén Arcos, Irena Chiru and Cristina Ivan

PART 1
Theoretical Perspectives: Concepts and Definitions

1 HYBRID SECURITY THREATS AND THE INFORMATION
DOMAIN: CONCEPTS AND DEFINITIONS

Cristina Ivan, Irena Chiru and Rubén Arcos

2 DETERRENCE BY DENIAL AND RESILIENCE BUILDING
James Pamment and Bjorn Palmertz

3 MILITARY DECEPTION AND PERCEPTION MANAGEMENT
James J. Wirtz

PART II
Historical Perspectives

4 COLD WAR ACTIVE MEASURES
Sanshiro Hosaka

5 HISTORICAL DISINFORMATION PRACTICES: LEARNING
FROM THE RUSSIANS
Randolph H. Pherson, Deanna Labriny, and Abby DiOrio

xi
xxi

20

31

43

45

59



6

7

Contents

INFLUENCE OPERATIONS AND THE ROLE OF
INTELLIGENCE
Jan Goldman

ASYMMETRICAL CONFLICT IN THE INFORMATION
DOMAIN—THE CASE OF RUSSIA
Bjorn Palmertz and James Pamment

PART III
Contemporary Challenges

8

9

10

11

12

13

14

DISINFORMATION: THE JIHADISTS’ NEW RELIGION
Jamil Ammar

DIGITAL DISINFORMATION, ELECTORAL INTERFERENCE,
AND SYSTEMIC DISTRUST
Josephine Lukito

A PERCEPTION MANAGEMENT TAKE ON PROPAGANDA AS
POLITICAL WARFARE
Adrian Tudorache

THE USE AND ABUSE OF HISTORY BY RUSSIAN EMBASSIES
ON TWITTER: THE CASE OF THE BALTIC STATES
Corneliu Bjola and Ilan Manor

USING MIMETIC AND RHETORICAL THEORY TO CRITIQUE
A DISINFORMATION CONSENSUS: THE PROBLEM OF
“PERSONAL VIGILANCE”

Hamilton Bean and Bryan C. Taylor

DEEPFAKE DISINFORMATION: HOW DIGITAL DECEPTION
AND SYNTHETIC MEDIA THREATEN NATIONAL SECURITY
Agnes E. Venema

THE STRATEGIC LOGIC OF DIGITAL DISINFORMATION:
OFFENCE, DEFENCE AND DETERRENCE IN INFORMATION
WARFARE

H. Akin Unver and Arhan S. Ertan

vi

84

95

109

111

122

135

148

161

175

192



Contents

15 CONSPIRACY THEORIES AND UNFOUNDED RUMOURS IN
CONTEMPORARY DEMOCRACIES: BEYOND TRUTH AND
TRUST
Ruxandra Buluc

16 COGNITIVE WARFARE: UNDERSTANDING THE THREAT
Alina Bdrgdoanu and Flavia Durach

PART IV
Countering Disinformation and Building Resilience

17 JOURNALISTIC APPROACHES TO INFORMATION SOURCES,
FACT-CHECKING, VERIFICATION, AND DETACHED
REPORTING
Pablo Hernandez-Escayola

18 A NATIONAL SECURITY PERSPECTIVE ON INFORMATION
LEAKS
Joseph A. Cannataci and Aitana Radu

19 AN ETHICAL UNDERSTANDING OF MILITARY STRATEGIC
COMMUNICATION, PUBLIC RELATIONS, AND PERSUASION

Irena Chiru and Ruxandra Buluc

20 EMOTIONAL DIPLOMACY IN TIMES OF UNCERTAINTY AND
DISINFORMATION
Tereza Capelos and Grete Krisciunaite

21 OPEN-SOURCE INFORMATION FOR INTELLIGENCE
PURPOSES: THE CHALLENGE OF DISINFORMATION
Veli-Pekka Kivimdki

22 PROTECTIVE FACTORS AGAINST DISINFORMATION
Cristina Ivan

PART V
General Trends and Regional Specificities in Countering Disinformation

23 THE EU APPROACH TO COMBATING DISINFORMATION:
BETWEEN CENSORSHIP AND THE “MARKET FOR
INFORMATION”

Valentin Stoian

vil

208

221

237

239

250

259

272

283

295

309

311



24

Contents

THE STRATEGIC SECURITY ENVIRONMENT AND NATO’S
PERSPECTIVES IN DEVELOPING EFFECTIVE STRATEGIC

COMMUNICATIONS (2014-2022)
Vira Ratsiborynska

25 THE BALTIC EXPERIENCE IN COUNTERING
CONTEMPORARY RUSSIAN DISINFORMATION
Aleksandra Kuczynska-Zonik

26 THE DISINFORMATION THREAT: LESSONS FROM THE
CHINESE EXPERIENCE
Dan Dungaciu and Lucian Dumitrescu

27 THE PERILS OF DISINFORMATION IN LATIN AMERICA
Florina Cristiana (Cris) Matei

PART VI
A Toolkit for Practitioners

28 THE USE OF DISCOURSE ANALYSIS IN PROPAGANDA
DETECTION AND UNDERSTANDING
Julian Richards

29 ANTICIPATORY APPROACHES TO DISINFORMATION,
WARNING AND SUPPORTING TECHNOLOGIES
Rubén Arcos and Cristina M. Arribas

30 AI TECHNOLOGIES TO SUPPORT DETECTION OF

INFORMATION MANIPULATION ON SOCIAL NETWORKS

AND ONLINE MEDIA: A QUICK OVERVIEW
Frédérique Segond

31 WARGAMING DISINFORMATION CAMPAIGNS
Roger Mason

CONCLUSION: ANALYSING AND ASSESSING
DISINFORMATION AND HOSTILE INFLUENCING
Frangois Fisher

Index

Vil

328

338

351

364

383

385

401

417

426

437

439



